description 
To
 
be
 
able
 
to
 
complete
 
your
 
assessment
 
use
 
the
 
lab
 
exercises
 
and
 
activities
 
to
 
map
 
to
 
your
 
allocated
 
scenario
 
.You
 
will
 
have
 
three
 
machines,
 
the
 
Victim
 
machine
 
(
Host
 
computer
)
,
 
the
 
server
 
machine
 
(
OWASP
 
VM
)
 
and
 
the
 
hacker
 
machine
 
(
Kali
 
Linux
 
VM
).
 

Building your scenario [3 marks] 
‹ Each of you will need to build their own scenario for a company. 
‹ Your scenario must have the following requirements: 
· Your scenario public website is https://cwscenario.site/ - ONLY TO CONDUCT OSINT activities. 
· A database and web services 
· Users 
‹ You should define the following assumptions for your scenario: 
1. Type and size of business: 
· it could be any type of business as long as you define it. 
· This is important as it will also define the type of users and data for your information system environment. 
· For example: A school, an estate agent, an engineering company, etc.. 
· The size of the organisation is important as it will dictate how many users there are, where do they access, etc.. 
· For example a business can be a startup with 10 users working in one office, a small school with 20 teachers and 200 students or a multi-national company with thousands of users. 
2. Type of data: 
· The type of data is relevant to the business type you chose. 
· For example a school will hold information about the students. This could be financial information, personal information or marks and progress records. 
· The type of data the organisation holds will dictate the type of controls you put to protect your data. 
3. Type of users: 
· The type of users is relevant to the business type you chose. 
· For example a school can have teachers and parents as users. 
· The type of users the organisation have will dictate how complex accessing your system is. 
· it could be any type of business as long as you define it. 
· This is important as it will also define the type of users for your information system environment. 
· For example: A school, an estate agent, an engineering company, etc.. 
‹ The idea for each of you to have your own scenario is because, although you are all conducting the same activities, the impact of those activities on users in an E-Commerce business, for example, is different than the impact of those activities on users in a hospital. 
· In an E-Commerce business, all the CIA tenets are important; however, there is no risk of life if any gets violated at some point. For example, the confidentiality of customers’ data is important and valuable. Integrity is also crucial since you want to ensure that business transactions are valid and genuine at all times. Availability is important because if users lose access for some time, they might go and conduct their E-Commerce business somewhere else, leading to a loss of business for the company. 
· In a hospital, all the CIA tenets are critical! Confidentiality of patients’ data, integrity of that data, and the system must be available at all times! 
‹ Below is a scenario example with all the assumptions and requirements defined. 
My company was hired to conduct a penetration test for a medium sized estate agent company with many branches across the UK. Their web application allows their potential customers to search for properties and book appointments. The website does not hold any financial data for the properties owners but stores personal information for potential customers who are interested in a property. Staf can access the web application to manage properties on the web application. Staf receive potential customers enquiries by email. Staf credentials are stored on the database. 
‹ You must not use the same example for your assignment. 
Requirements and Deliverables 
You
 
have
 
completed
 
your
 
penetration
 
testing
 
assessment
 
on
 
the
 
scenario
 
application
 
and
 
identified
 
their
 
vulnerabilities
 
and
 
weaknesses.
 
You
 
are
 
now
 
expected
 
to
 
document
 
your
 
findings
 
in
 
a
 
penetration
 
testing
 
report.
 
Your
 
report
 
should
 
contain
 
all
 
the
 
information
 
below
 
that
 
are
 
required
 
by
 
the
 
company
 
that
 
hired
 
you.
 
You
 
should
 
assume
 
that
 
the
 
person
 
reading
 
the
 
document
 
does
 
not
 
have
 
a
 
technical
 
background
 
You
 
should
 
show
 
that
 
you
 
were
 
able
 
to
 
identify
 
or
 
exploit
 
vulnerabilities
 
and
 
explain
 
them.
 
You
 
should
 
explain
 
the
 
impact
 
of
 
those
 
vulnerabilities
 
and
 
exploits
 
on
 
the
 
system.
 
Report
 
requirements
 
for
 
your
 
client
 
A-
Information
 
Gathering
 

(1) OSINT Activities 
‹ Show two examples of your Open-Source Intelligence (OSINT) investigation activities you have carried out on your scenario example. [3 marks] 
‹ Research and evaluate how OSINT can be effective and explain why it is one of the first activities that penetration testers carry out. [3 marks] 
‹ Scenario assessment: In your opinion, how dangerous are the information you were able to obtain for your allocated scenario [2 marks] 
(2) Website Reconnaissance 
‹ Show some of the information you were able to obtain simply by browsing the applications in the lab and observing and analysing code and transactions. [3 marks] 
‹ Scenario Assessment: Explain how the information obtained by observing and analysing the web applications can be used at a later stage to exploit the company’s web services. Provide an example of information that can be relevant to your scenario. [2 marks] 
(3) Port Scanning and Enumeration 
‹ Show that you have identified the ports you found in the lab running on the server machine. [3 marks] 
‹ Research and explain what an open port means and identify threats an open port can potentially causes? [3 marks] 
‹ Scenario assessment: Explain the threats of the open ports you have identified when carrying the port scanning and how dangerous they are for your scenario and the data your scenario company holds. [3 marks] 
B- Server side exploits 

(1) Data tampering 
‹ Identify if the application is vulnerable to data tampering and exploit it if possible. [3 marks] 
‹ Briefly research and explain data tampering vulnerability. Which Cyber Security tenet this vulnerability violates? [2 marks]. 
‹ Scenario assessment: What is the vulnerable information for data tampering that attackers can obtain when this activity is carried out and how dangerous they are for your scenario? [2 marks] 
(2) SQL injection 
‹ Identify if the application is vulnerable to SQL injection and exploit it if possible. [3 marks] 
‹ Briefly research and explain SQL injection vulnerability. Which Cyber Security tenet this vulnerability violates? [2 marks]. 
‹ Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario? [2 marks] 
(3) XSS Scripting 
‹ Identify if the application is vulnerable to XSS vulnerability and exploit it if possible. [3 marks] 
‹ Briefly explain XSS scripting vulnerability. Which Cyber Security Tenet this vulnerability violates? [2 marks]. 
‹ Scenario assessment: What are the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario? [2 marks] 
(4) Other vulnerabilities 
‹ OWASP vulnerable machine contains several other vulnerabilities that can be exploited. Identify two other vulnerabilities you were able to identify in the vulnerable machine. [2 marks] 
‹ Scenario assessment: Research and investigate their threats for your scenario and identify which Cyber Security tenet these vulnerabilities violate? [2 marks] 
(5) Cryptanalysis attack 
‹ Show how you can conduct cryptanalysis on your scenario environment. [2 marks] 
‹ Scenario assessment: What is the impact of cryptanalysis impact on your scenario if successful? [2 marks] 
C- Client side exploits 

(1) Man in the Middle Attack (MiTM) 
‹ Show how the attacker can capture traffic from a session between a genuine user and the server side of the application. [3 marks] 
‹ Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario? [3 marks] 
(2) Social engineering attack 
‹ Show how an attacker can lure a normal user of the server to your computer instead of the server machine. [3 marks] 
‹ Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario? [3 marks] 
D- Denial of Service attacks 
(1) DoS the web server 
‹ Show how an attacker can carry on a denial of service attack on the web server. [2 marks] 
‹ Which Cyber Security Tenet this vulnerability violates? [1 mark] 
‹ Scenario assessment: What is the impact of this attack on your scenario company? [2 marks] 
E- Threats mitigation techniques & recommendations 
(1) Briefly research what you can do to minimise the threats to the fndings in the reconnaissance phase when you tested the web application in section A.2. [2 marks] 
(2) Briefly research how to prevent your company’s servers from revealing too much information when an attacker conducts scanning and enumeration, similar to the activities in section A.3. [2 marks] 
(3) Briefly research and explain how to protect your database against SQL injection exploited in section B.2. [3 marks] 
(4) Briefly research and explain how to protect your web application against cross site Scripting attacks exploited in section B.3. [3 marks] 
(5) Briefly research and explain how to protect your web application against cryptanalysis attacks exploited in section B.5. [3 marks] 
(6) Investigate what activities a security analyst can carry out to protect, or at least minimize the impact of Man in the Middle attack carried out in section C.1 [2 marks] 
(7) Research the work that companies should do to ensure that their users do not fall victims to social engineering attacks similar to the attack you carried out in section C.2. [2 marks] 
(8) Research and explain what companies do to protect their web services against a DoS attack similar to the one you have carried out in section D.1. [2 marks]
(9) Intrusion Detection and Prevention systems 
‹ Explain the differences between Intrusion Detection System IDS and Intrusion prevention System IPS. [3 marks] 
‹ Scenario assessment: Suggest a recommendation for the scenario you have in hand and justify your answer. [2 marks] 
Learning Outcomes 
The following Learning outcomes will be addressed in this assignment: 
‹ LO3 Evaluate security architecture and design and provide the means to enhance operation security; 
‹ LO4 Examine cryptography protocols and vulnerabilities and identify attack vectors to exploit them; 
‹ LO5 Synthesise emerging trends through engagement and analysis with current research. 
Instructions 
‹ You should not exceed 5000 words in total excluding references page and any appendix you can include. 
‹ References should follow Harvard referencing. 
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	You will need to provide a fictional scenario that meets all the requirements. Your scenario public address will be cwsccenario.site and the private services are the OWASP server.
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	A-      Information gathering
	OSINT activities
	You will need to give two examples of OSINT activities you have done. It is essential to show their relevance to your scenario. For this section, you will need to use the example domain.  
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	Research and evaluate how OSINT can be effective and explain why it is one of the first activities that penetration testers carry out.
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	Scenario assessment: In your opinion, how dangerous is the information you were able to obtain for your allocated scenario?
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	Research and explain what an open port means and identify threats an open port can potentially causes. This question requires you to use external sources to justify your answer.
	3

	
	
	Scenario assessment: This question requires to identify threats of open ports that are relevant to your scenario. Explain what the threat can potentially lead on your company’s web services and your scenario.
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	Data tampering
	Identify if the application is vulnerable to data tampering and exploit it if possible.
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	Briefly research and explain data tampering vulnerability. Which Cyber Security tenet this vulnerability violates?
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	Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario?
	2

	
	SQL injection
	Identify if the application is vulnerable to SQL injection and exploit it if possible
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	Briefly research and explain SQL injection vulnerability.  Which Cyber Security tenet this vulnerability violates?
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	Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario?
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	XSS Scripting
	Identify if the application is vulnerable to XSS vulnerability and exploit it if possible.
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	Briefly research and explain SQL injection vulnerability.  Which Cyber Security tenet this vulnerability violates?
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	Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario?
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	Identify two other vulnerabilities you were able to identify in the vulnerable machine.
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	Other vulnerabilities
	Scenario assessment: Research and investigate their threats for your scenario and identify which Cyber Security tenet these vulnerabilities violate?
	2

	
	Cryptanalysis attack
	Show how to conduct a cryptanlalysis attack on your scenario envrionmentcryptanalysis
	2

	
	
	Scenario assessment: Research and investigate the danger and impact of a successful Cryptanalyis attack on your scenario and identify which Cyber Security tenet these vulnerabilities violate?
	2

	D-Client-side exploits
	Man in the Middle Attack (MiTM)
	Show how the attacker can capture traffic from a session between a genuine user and the server side of the application.
	3

	
	
	Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario?
	3

	
	Social engineering attack
	Show how an attacker can lure a normal user of the server to your computer instead of the server machine.
	3

	
	
	Scenario assessment: What is the information that attackers can obtain when this activity is carried out and how dangerous they are for your scenario?
	3

	C- Denial of Service attacks
	Show how an attacker can carry on a denial-of-service attack on the web server.
	2

	
	Which Cyber Security Tenet this vulnerability violates?
	1

	
	Scenario assessment: What is the impact of this attack on your scenario company?
	2

	E- Recommendations to protect the scenario company server
	Provide recommendations on how to minimise the threats of an attacker using the findings of the reconnaissance phase. There are many possible answers for this question. You will need to ensure that your answer is suitable for the scenario, and you should justify your answer. You should also cite some external sources to explain your choice.  
	2

	
	Provide recommendations on how to prevent your company's servers from revealing too much about your infrastructure. Make sure that your answers are suitable for your scenario and are relevant to your findings in the scanning and enumeration section.  
	2

	
	Explain how SQL injection can be prevented.  Use external sources.
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	Explain how Cross site scripting injection can be prevented.  Use external sources.
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	.Identify methods used to protect and mitigate man in the middle attack. Use external sources to explain the methods you have identified. The methods you identify should be able to mitigate the attack you have carried out in the lab. 
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	Research methods and recommendations companies should follow to protect their employees against social engineering
	2

	
	Investigate how companies protect their web services against Denial of services attacks. You should show examples and use external sources. Make sure the recommendation you provide is relevant to the DoS attack you have carried out in the lab. 
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	Intrusion Detection and Prevention systems
	Explain the differences between Intrusion Detection System IDS and Intrusion prevention System IPS
	3

	
	
	Suggest a recommendation for the scenario you have in hand and justify your answer.
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