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| ABSTRACT

Cloudlogics is a service-first oriented company that builds hardware and software
architectures to meet a wide scale of technology needs. We offer industry-leading turn-key
solutions in the software, infrastructure and platform as a service environment. As

employees, we challenge each other to expand our knowledge and innovate. Our services

are robust and flexible and scalable to meet the demands of any business. Commented [HF1]: Very brief, summary of
result not evident
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INTRODUCTION

Project Description

In the light of recent global developments, many business entities have moved their
operation to remote and virtual means. Center Addiction and Mental Health has requested
from our team to upgrade their current aging network to meet the demands for computing
and growth. In our recommendation we have provided a topology, services, server that
we believe would meet the client’s needs. We are also providing an alternative model in

the event the client wishes to remain in control of their computing resources.

Executive Summary

Cloudlogics is a growing network design company, helping clients plan and implement
network installations. Our goal is to become Canada’s industry leader in network
consultation by creating innovative and valuable services to our expanding customer
base. We are currently trying to expand into the growing health services sector and take
advantage of recent government commitments to expand health care infrastructure from

both the Federal and Provincial governments.

This report details our response to CAMH’s (Centre for Addiction and Mental Health)
request to redesign their aging network infrastructure. We have proposed an innovative

cloud-based solution that will allow CAMH to provide quicker more efficient services to
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their patients. We will also provide an alternative on-site model that would allow CAMH
to keep their network resources under their complete control. Our report will analyze both
options in respect to cost, benefits, limitations and network security strategy. We will
detail network topologies and the process of installation for both options. We will
conclude the report with a final recommendation of the topology model that we believe

will best serve CAMH’ needs

Business Case

SUMMARY OF BUSINESS CASE

Center for Addiction and Mental Health (CAMH) has approached Cloudlogics to upgrade
their current outdated IT infrastructure. CAMH was established in 1998 by the
Government of Canada, by the amalgamation of four separate institutions. They are the
largest mental health teaching hospital in Canada and the only emergency mental health
provider in Ontario. CAMH has developed its software tools and maintained its patient
and research databases housed on-premises. The Director of IT has expressed their desire
to move all current IT operations to a cloud-based solution to improve data processing

and computing demands and to reduce the existing IT staff due to high expenditure.

BUSINESS OPPORTUNITY

Our partnership with CAMH provides us with a unique opportunity to enter the growing
mental health services market. CAMH is an industry leader in mental health care and

research with over 4000 physicians and ten satellite locations across Ontario. We believe
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Cloudlogics will provide a template for future health services provider network upgrades
and expansions with our plan to upgrade their existing legacy network to a cloud-based
virtual private system. The current Ontario government's commitment to end' Hallway
Medicine' has led to a doubling of health care spending from 2.2% in 2011-2017 to 4.4%

from 2016-2019 .

This opportunity with CAMH will help Cloudlogics penetrate the health services sector
and expand our own business significantly. Gaining significant market share in an
industry that spends approx. Sixty-four billion annually will allow us to expand our
business to a new level. Helping create fast, efficient, and reliable networks will not only
help our business grow but support the government to succeed in ending Hallway

Medicine.

Business Model and Alternatives
PROPOSED TOPOLOGY MODEL

Benefits
Our cloud-based implementation will provide maximum scalability for our client's

network. Implementing the cloud infrastructure allows for data storage elasticity to
expand or contract their capacity to meet evolving business needs. CAMH will be able to
access powerful equipment to meet their demand in situations where there is a short term
to drastically increase their processing ability. Our plan will also provide scalability in
terms of network technology, as often the technologies implemented can quickly become
obsolete. Cloud infrastructure will prevent CAMH from purchasing expensive new

equipment, as would be the case with locally owned physical machines.
PAGE 9
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Time savings will be a significant benefit of setting up the network in the AWS
environment. Monitoring and keeping on-premises equipment up and running can be very
time-consuming. Our proposal will allow CAMH IT staff to avoid the need to
troubleshoot their equipment continually. They will not need to upgrade/update operating
systems, deploy security patches or other regular maintenance. Also, periodic back-ups

will be performed automatically in the cloud environment.

CAMH will have significant overall cost savings from our cloud implementation strategy.
On-premises equipment requires extensive energy costs to power the machines, provide
adequate cooling and overall building power costs. If the business needs to expand its
network equipment, there will be no overhead for purchasing machines or additional
cooling infrastructure. As the business grows, there will not be a need to hire other on-

site personnel to maintain the expanded infrastructure.

Business continuity will be a significant benefit of our cloud implementation plan. In a
natural disaster, flood, local power outage or other crisis, CAMH data will be safely
stored onto the AWS cloud. They will quickly recover and bring their networks back

online in any situation, with minimum downtime

Costs

AWS allows its customer to utilize an efficient pay-per-use model which allows
organizations to efficiently use the computing resources and services they only need. The
standard deployment model of AWS Directory Services is priced at approximately $86/
month. The configuration meets the demand of our client for business-as-usual

operations.
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AWS Service Cost Rate Cost Price
Amazon EC Per hour
Free-tier instance $0.00
On-demand $0.051 to $6.00
Windows (Free Tier) $0.00
Small Factor Instance $0.032
Medium Factor Instance $0.0644
Large Factor Instanced $0.1208
EBS (Storage Per GB used
Drives)
GB/month (Free tier) $0.00
GB/month (General Use $0.10
SSD)
AWS Database Per hour $0.72 to $22
per SQL instance
AWS Routing Per set of 1,000,000 $0.40
Services DNS queries
AWS Hosted Per zone
Route
> 25 zones/month $0.50
< 25 zones/ month $0.10
AWS Directory Per month $86
Service
AWS VPC Per
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NAT Gateway/ hour $0.045
Elastic IP/ month $0.005
ENI/ hour $0.015

GB of utilized data/ month  $0.045

Table 1 - AWS Costs

Limitations

One of the limitations of the cloud-based model is a lack of redundancy in the overall
network. To help give CAMH administrators peace of mind we will implement a small

on-site data center for the purpose of backing up data.

A second limitation of the cloud-based model is its reliance on an internet connection. In
the event of local internet outages, the hospital could potentially lose access to their
network. For this reason, we are recommending acquiring the services of a second

internet service provider to remedy this issue.

Risks

The biggest risk for CAMH with the cloud-based network will be putting its private
confidential medical data in the hands of a third-party company. PHIPA violations could
present a financial risk if this information was compromised. We do feel that AWS
excellent reputation for data security greatly alleviates this risk. It is becoming more and

more common for medical institutions to house their data storage in the cloud. Telus
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EMR has become a popular cloud-based tool popular among doctors for storing medical

files, in place of on-site patient files.

ALTERNATIVES

Physical servers and network equipment can be installed on-premises to minimize
external service usage, entirely replacing the existing architecture. Health care providers
are often apprehensive with privacy breaches, and considering the stigma of mental
illness, we have a secondary upgrade plan prepared for CAMH. Building a local physical
network, including a small, secure Data Centre, will address any privacy concerns.
Although we feel AWS cloud security parameters and our network security
configurations are strong enough to mitigate privacy concerns, Cloudlogics is prepared

with a plan to help CAMH upgrade their network with a secure, physical architecture.

Costs

The costs for implementing the on-site network will be significant. CAMH’s current
network is old, uses outdated legacy equipment and will need to be built from the ground
up. The costs for the equipment will be in excess of $325,000, with the need to upgrade
routers, switches, servers, workstations and IP phones. In addition to the physical
equipment there will also be increased utility costs in comparison to our cloud-based

solution.

CAMH will also need to invest in training for the IT staff to familiarize themselves with

the new equipment and protocols that they will use. In the cost analysis for the on-site
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option, we have included $10,000 in funding to train IT staff to use the open-source
Nagios network management platform. Nagios provides a one-week on-site training
program at a cost of $2500 per individual, that will be necessary to ensure multiple IT

staff members have the skills they will need to monitor the network.

Benefits

The main benefit of building the on-site option is the control and ownership of resources.
In Ontario medical records fall under the regulation of the Personal Health Information
Protection Act (PHIPA) of 2004. A violation of the act is punishable by fines reaching
$500,000 for organizations. With on-site facilities and resources, hospital administration
has these records under their control direct control, providing peace of mind. Third
parties have any access to these files would constitute a breach of PHIP and put the
hospital at risk of costly fines. However, we do feel the cloud option we have arranged

does provide robust security features, to mitigate the clients concerns.

Another benefit of the on-site alternative is there is not reliance on an internet connection
to access data. Localized power outages would leave the hospital unable to access patient
records until the internet service is restored. Having an on-site network would allow the

hospital to solve this issue.

Limitations

Scalability is an area of concern for the on-site design model. Adding hardware for data

storage in the cloud is quick, seamless and with no installation required. Scaling up the
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network will be both time consuming and costly for CAMH. New equipment will need to
order, shipped, installed, tested and then configured. ordered, shipped, installed, tested
and configured. This involves many departments such as finance, procurement and the IT
department. In contrast this could be handled quickly within the IT department, with a

pre-established budget for increasing resources.

Another limitation of the on-site alternative is its ability to effectively mitigate instances
of flood or fire. Data backed up locally will be vulnerable to these instances and has the
potential for complete loss. Damaged equipment from disaster events would need to be
replaced, meaning longer downtime for CAMH’s network. In a hospital environment this

could cause harm to patients whose medical data is unable to be accessed.

Physical space is a real limitation for the on-site alternative. Currently the hospital does
not have significant room to implement anything more than a small data room. As
addiction and mental illness have been in the focus of the provincial health authorities,
CAMH dedicates as much space as possible for patients in treatment. Implementing only
local equipment will mean CAMH would have to use space that is currently being used
for patient services. A smaller IT staff would be required for the cloud-based model and

this could lead to freeing more space for patient treatment.

Risks

Theft and malicious inside actors present a significant risk to the CAMH on-site model.
Networking equipment is very costly and could easily be resold for profit. On-site severs
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and files can also be accessed by staff member with the intent of redistributing the
material. In the case of politicians, prominent community members, athletes and
celebrities this data could be sold to news outlets. This type of breach would put CAMH

in risk of PHIPA fines and significant legal liability.

Equipment failure or damage during a catastrophic event are risks for the on-site
alternative. Cloud based servers are far less prone to failure and do not have the
maintenance requirements of local machines. This means IT staff that should be
monitoring the network for potential issues like intrusion, will instead split their focus
between the two. The local machines are also at risk of being damaged in catastrophic
events like fire or flood. In a hospital setting loss of data from equipment damage or

failure would present a real risk to patient health.

Time Schedules
TIMELINE FOR EXECUTIONS

Cloudlogics and the client have agreed on the following execution timeline. However, we
have advised the client of a 7-day possible extension in the event of unanticipated events

impacting the original timeline.

Description Start Date End Date
Project Proposal September 21, September 27,
2020 2020
Establishing core Infrastructure and cloud September 28, October 4,
initiation 2020 2020
Client meeting and proposal approval October 5, 2020 October 11,
2020
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Core Infrastructure and services layout October 12, 2020 | October 18,
2020
Core Infrastructure and services October 19, 2020 | October 25,
implementation 2020
Testing and Validation October 26, 2020 November 1,
2020
Client follow-up meeting and final November 2, 2020 | November 8,
architecture approval 2020
Existing services and data migration November 9, 2020 | November 15,
2020
Testing and Validation November 16, November 22,
2020 2020
Finalization of deployment with client November 23, November 29,
2020 2020
Final Project submission and hand-off November 30, December 6,
2020 2020
GANTT CHART
GANTT CHART

PROJECT TITLE

PROJECT MANAGER

TAIE TITLE

inition and Planning
I Setng 8212

DU DATE

12120

PCT OF TASK
COMPLETE

COMPANY NAME Cloudiagics

DATE M

PHASE ONE
VEEK 2

PHASE TWD

PHASE THREE
WEEK B

Commented [HF3]: Where are the deliverables,
risk analysis and budget
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Solutions Infrastructure

AMAZON CANADA CLOUD SERVICES

Canadian Association for Mental Health is a mid-sized institution with several satellite
office throughout Canada. As a health service and critical mental situations provider is
essential for its operations both, on-site and off-site to have high availability for its
employees and clients. By selecting AWS as an infrastructure provider, CAMH upgrades
its legacy infrastructure and ensures that future expansions and computing needs can be
met without sacrificing on-premises real estate. AWS provides its clients with 99.99%
up-time guarantee of its services and infrastructure. Amazon has been a leader in the
Infrastructure as a Service field for several years in a row now and has reached industry
maturity and recognition. Thus, CAMH is being serviced by a well-established and sector

approved service.

For CAMH to utilize the benefits of AWS, their main infrastructure and services have
been fully located to the Cloud. CAMH has expressed their desire to access additional
computing power for research purposes on special occasions on pay-per-use basis
without any long terms commitment and AWS can delivered on that need. Adopting the
cloud approach increases the institution’s flexibility, agility and reduced over-head
expenditures. Thus, allowing CAMH to re-channel funds towards important and critical

services to help Canadians.
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Services Utilized

» Amazon Virtual Private Cloud (VPC): Amazon Virtual Private Cloud provides

logically isolated computing instances that can be scaled and configured to meet a
wide range of computing demands and services.

Amazon EC2: Amazon Elastic Cloud Computing provides a virtual environment
to run a wide range of virtual instances with a variety of operating systems, load
requirements, network resources and access levels. Utilizing EC2 allows CAMH
to use pre-configured virtual templates, control security and connectivity, all from
a web-based interface.

IAM: The Identity Access Management is utilized by system administrators to
restrict the access to the network resources and infrastructure based on position

and authority level.

» VPC Internet Gateway: AWS based internet gateway, which is horizontally

scaled, redundant, and highly available VPC component, permitting the

communication among instances and the public internet.
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Cloud Topology

Cloud
Router

VPN SITE-TO-SITE

Figure 1 - AWS Topology

CLOUD SECURITY
Implementation & Approach

i.  The cloud network is secured via multiple layers and best security practices.

ii.  Monitoring tools are placed in the cloud to measure network utilization and
provide information on issues and effectiveness

iii.  To provide industry standard security measures, AWS Security services are

utilized as they provide scalability, adaptability and high performance
PAGE 20
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Amazon Web Services

AWS was chosen amongst other competitors due to its security levels, flexibility, services, platforms
interoperability, easy of implementation and deployment.

CUSTOMER DATA

PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

CUSTOMER

OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

RESPONSIBILITY FOR DWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY “OF° THE CLOVD

Figure 2 - AWS Client & Vendor Responsibilities
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RESPONSIBLE FOR PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT
SECURITY
“IN” THE CLOUD OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CUSTOMER

NETWORK TRAFFIC ENCRYPTION, SERVER-SIDE ENCRYPTION &
DATA INTEGRITY

RESPONSIBLE FOR COMPUTE DATABASE STORAGE

SECURITY
“OF” THE CLOUD

(INFRASTRUCTURE) EDGE LOCATIONS

CLOUD
PLATFORM
PROVIDER

AVAILABILITY ZONES

Figure 3 - Cloud provider vs. End-user - Responsibilities

Amazon Web Service Network Security Measures

i.  Denial of Service Attack Mitigation, by utilizing multi-path high
bandwidth connectivity, load balancing and web application firewall in
the DNS

ii.  AWS Identity and Access Management (IAM)

iili.  AWS Access Control Lists controls and monitors traffic flows to ensure
logical boundaries, traffic rules are implemented and enforced through
the network for private and public access.

iv.  Fault-Tolerant Infrastructure Design ensure up-time is unaffected during
unexpected infrastructure faults (power, connectivity, threat actors).
AWS has robust architecture that can withstand multiple simultaneous

failures with limited or no down-time.
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Virtual Private Cloud Security Measures
VPC establishes a logically isolated portion of the AWS Service Cloud and services as a
platform to create Amazon EC2 virtual computing instances. It permits to create internal
subnets, NATS, Internet Gateways similar to a real world instance. Most importantly,
VPC comes pre-loaded with security features that can be enabled to secure and control

access to a virtual environment.

i.  Security Groups imitate a hardware firewall that control network traffic for all
instances. However, multiple security groups can be involved with multiple
virtual instances all permitting and functioning with different configurations.

ii.  Server Security — all instances running on the AWS platform are protected by
AWS Security Services. This is a must in order to protect from DDoS, port

exploitation, and other cyber-attacks.

Cloud Security Measures

The below core security services are implemented to improve AWS security and

compliance

i.  AWS Ildentity and Access Management (IAM) — manages and controls
access to the AWS Console. It allows system administrators in charge
to provide lower level technicians access to the console without
causing fatal errors due to lack of knowledge, experience, or mishap.

ii.  User access monitoring — AWS logs all activity on to and from the

console to provide timely alarming, alerting, and reporting.
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iii.  Incidence response — AWS provides tools to perform basic computer
forensics to investigate any lost of data or service.

iv. Infrastructure security — provides multi-layer infrastructure security for AWS to

reduce zero-day attacks, exploits and increase deployment efficiency.

CLOUD CONFIGURATIONS

Part 1 — Begin AWS Configuration

Step 1 — Creating an AWS Account

i.  Using an internet browser, navigate to https://aws.amazon.com

Create an AWS Account
ii.  Click onthe _ button at the top right corner.

iili.  On the “Create an AWS Account” page, fill out the required details and click on

“Continue”
Create an AWS accc_)u.nt
Email address
Fassword
Confirm password

AWS account name &

Continug

Sign in to an existing AWS account
iv.  On the “Contact Information” page, fil out the required information and click on

“Create account and Continue”
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Contact Information

Al fields are required.

Please select the account type and complete the fields below with your contact
details.

Account type &
@ Professional Personal

Full name

‘ cloudlogics ‘

Company name

| cLoupLocics |

Fhone number

| 416 289 5000 |

Country/Region

| canada v

Address

‘QHF'mgmssAusnm ‘
city

‘ Scarborough ‘

State / Province or region

‘ Ontario ‘

Postal code

‘ M1GaTE ‘

Check here to indicate that you have
read and agree to the terms of the AWS
Customer Agreement

‘ Create Account and Continus |

v.  Onthe payment information page, fill out the payment details and click “Secure

Submit”
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Payment Information

Al fieids are roquired

We use your payment information to verify your identity and only for usage in excess
of the AWS Frea Tier Limits. We will not charge you for usage below the AWS Free
Tier Limits. To leamn more about payment options, review our Frequently Asked
Questions.

,\;, ‘When you submit your payment informaticn, we will change $1 USD/EUR 1o your credit
' card as a verriication charge to ensure your card is valid. The amount may show as
pending in your credit cand statement for 3-5 days untd the verfication is compisted, at
‘which time the charge wil be remaved. You may be redirected 1o your bank website to
suthorize ths verfication charge.

Credit/Debit card number

* Creat Gard Number s a required fisld

vin @ B

AWS sccepts most major credit and debit cards.

Expiration date

n | | 2020

Cardhelder’'s name

Billing address
© Use my contact address

941 Progress Avenue
Scarborough Ontario M1G3T8
CA

Use a new address

Verify and Add

Step 2 — Follow the instructions to complete the required security procedures for the

AWS setup

i.  After completing the account, sign into the Management Console
ii.  Navigate to the “Sign into the Console” and enter the username and
password details
iii.  Once signed in, navigate to the AWS Console, which is the default

account page
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Part 2 — Configuring the Management Console
Step 1 — Virtual Private Cloud setup

» On the AWS Management Console page, click on “Services” drop-down tab on the left-top
side
» From the drop-down menu, select the “VPC” option and then “Create VPC”

Create VPC

AVPCis an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

doudlogicsVPC

IPva CIDR block Info

10.10.0.0/21

1PY6 CIDR block Info

© No IPv6 CIDR black
Amazon-provided IPv6 CIDR block
IPv6 CIDR owned by me

Tenancy Info

Default v

» Upon successful VPC creation, confirmation message appears

@ You successfully created vpc-07263e037e1fb1fdd / cloudlogicsVPC X

VPC Your VPCs vpc-07263e037e1fb1fd4

vpc-07263e037e1fb1fd4 / cloudlogicsVPC

Details info
VPCID State DNS hestnames DNS resolution
3 vpe- @ Available Disabled Enabled
07263¢037e1fb1fd4

DHCP options set Route table Network ACL
Tenancy dopt-22294758 rtb-0bOf633163958d8f9 acl-06e35ecachdd7f482
Default

IPv4 CIDR 1Pv6 pool IPv6 CIDR (Network Border
Default VPC 10.10.0.0/21 _ Group)
No -
Owner ID

(9 261202335924

» Close the confirmation window to proceed
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Step 2 — Internet Gateway configuration

i.  Fromthe AWS Management Console, navigate to top left
corner and click on “Services” to open the drop-down menu
ii.  From the drop menu select “VPC” and click on “Internet
Gateways”
iii.  On the Internet Gateway home page click on “Create Internet

Gateway”, in the “Name Tag” field assign it a preferred name

Create internet gateway ..

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the
name for the gateway below.

Internet gateway settings

Mame tag
Creates a tag with a key of 'Name” and a value that you specify.

cloudlogics-1GW

Tags - optional
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your
resources or track your AWS costs.

Key Value - optional

Q, Name x Q, cloudlogics-IGW x

You can add 49 more tags

iv. If the Internet Gateway is successfully created a confirmation
message appears
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@ The following internet gateway was created: igw-054fcOdab5f2960cd . You can now attach to a VPC ta Attach to a VPC X

enable the VPC to communicate with the internet.

VPC Internet gateways igw-054fc0dabsf2960cd

igw-054fc0dab5f2960cd / cloudlogics-IGW
Details info
Internet gateway ID State VPCID Owner
igw- © petached - 261202335924
054fc0dab5f2960cd
Tags

Q 1 @

Key Value

Name cloudlogics-1GW

v.  Close the confirmation message to proceed

Step 3 — Connecting the VVPC to the Internet Gateway

i.  Onthe main Internet Gateway page, navigate to Internet Gateway, which was
created in Step 2
ii.  Click on “Actions” and selected “Attach to VPC” from the drop-down menu

iii.  Select the VPC created earlier and click on “Attach”
Step 4 — Creating a Routing Table

i On the AWS Management Console page, click on “Services” at the
top left and select “VPC” from the drop-down menu
ii.  Navigate to the left ide of the page to VPC Dashboard, click on
“Route Tables” and then “Create route table”
iii.  Fill out the “Name Tag” and “VPC” fields with the necessary

information
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Create route table

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN connection.

Name tag | cloudiogics-route table [i ]
VPC* | vpc-07263037e1fb11dd ~-|C O
Key (128 characters maximum) Value (256 characters maximum)

This resource currently has no tags

Add Tag = 50remaining (Up to 50 tags maximum)

iv.  To create the table, click on “Create”
v.  To create routes in the Routing Table, click on “Routes” and then “Edit Routes”
vi.  One the “Edit Routes” page add the necessary routing information, including the

target network

Route Table: rtb-03021153bcba7 1128 HEE
Summary Routes Subnet Associations Edge Associations Route Propagation
Edit routes
View | All routes -
Destination Target Status
10.10.0.0/21 local active
vii. ~ When all routing information is entered, click on “Save routes” to compete the

routing entry
viii.  Confirmation message with appear confirming the successful or unsuccessful

entry attempt
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Edit routes

{ @ Routes successfully edited

Part 3 — Configuration: Route Tables

The virtual instances created within AWS are stand-alone and require internal
routing configuration to interconnect with other instances within the private network.
A route table holds routing information which creates the interconnectivity among
the privately connected instances.
Cloudlogics has created two route tables, public — serving as an Internet connection
and Remote Desktop Sessions anchoring point and private — serving to interconnect
all private instances to the public one. Thus, the private and most vulnerable
instances are not exposed to the public internet.

Step 1 — Subnets

Public Subnet

Destination Target Status Propagated
192.168.0.0/24 local active No

0.0.00/0 gw-03fa32c07aa18d040 active No

i.  Route one - “Destination” 192.168.0.0/24 with “Target” to “local” is
configured. This entry acts as a Layer 3 switch and creates
interconnectivity between the private and public subnet and virtual
instances.

ii.  Route two - “Destination” 0.0.0.0 with “Target” to “igw-

03fa92c07aa18d040” is configured, which is the default route to the
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Destination

192.168.0.0/24

0.0.00/0

Internet Gateway. Thus, all traffic originating and destined, to and

from the internet uses this routes

Private Subnet

Target Status Propagated

local active No

nat-0b69b06655769dd54 active No

Route one - “Destination” 192.168.0.0/24 with “Target” to “local” is
configured. This entry acts as a Layer 3 switch and creates
interconnectivity between the private and public subnet and virtual
instances.

Route two - “Destination” 0.0.0.0 with “Target” to “nat-
0b69b06655769dd54” is configured, which is the default route to the

NAT Gateway.

Step 2 — Network Topology Overview in VPC

NAT}

GATEWAY

Figure 4 - Network Topology in VPC
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Step 3 — AWS Subnets Configuration

Subnets are created to provide interconnectivity amongst private and public

instances

i.  Navigate to the VPC Dashboard and click on “Subnets”

ii.  Click on “Create subnet” to open the configuration window

iii. ~ On the configuration window fill out the necessary information and click

on “Create”
iv.  Repeat the process for Public and Private subnets

Public Access Subnet

@ Name ~ Subnet ID « State - VPC -~ IPv4 CIDR - Available IF
@ cl-subnet subnet-OadddB84541fca0891 available  vpc-0aa5974497c94653 ...  10.10.8.0/21 2043
Subnet: subnet-Oaddd84541fca0sat _N-_}=!
Description Flow Logs Route Table Network AGL Tags Sharing
SubnetID  subnet- State  available
OadddB4541ica0ag
VPC  vpc-0aa5074497c9f4653 IPv4 CIDR  10.10.8.0/21
| cloudlogicsVPC
Available IPv4 Addresses 2043 IPvé CIDR
Availability Zone  us-east-1a (usel-azl) Metwork Border Group ~ us-east-1
Route Table  rtb-0423282fa87c9d802 Network ACL  acl-Os1ccdf2b7412dash
Default subnet No Auto-assign public IPv4 address  No
Auto-assign customer-owned  No Customer-owned IPv4 pool
IPv4 address
Auto-assign IPv6 address No ‘Qutpost ID

Owner 261202335024

Private Access Subnet

PAGE 33



©

cloudlogics
Name - Subnet ID ~ State - VPC - IPv4 CIDR
cloudlogics-Private Access subnet-05ae6a59e6cf49a15 available  vpc-0aa5974497c9f4653 |, 10.10.0.0/21
@ cloudiogics-Public Access subnet-0adddB454 1fca0Ba1 available  vpc-0aa5974497c8f4653 ...  10.10.8.0/21
Subnet: subnet-Oaddd84541ica0891 _B_N=|
Description Flow Logs Route Table Network ACL Tags Sharing
Subnet D subnet- State  availadle
Oaddd84541fca891
VPC  vpc-0aaS974497car4653 IPv4 CIDR  10.10.8.0/21
| cloudlogicsVPC
Available IPvd Addresses 2042 IPv6 CIDR
Availability Zone  Us-east-1a fusel-az1) Network Border Group  Us-gast-1
Route Table  rib-04232821ad7c90802 Network ACL  acl-Oelccdi2b7412dadb
Default subnet  No Auto-assign public IPv4 address  No
Auto-assign customer-owned  No Customer-owned IPv4 pool
1Pvd address
Auto-assign IPv6 address N0 Outpost ID

Owner 261202335024

Step 4 — Subnet Association to the AWS Route Table
i. Navigate to the VPC Dashboard page and click on Route Table

ii. Click on “Subnet Associations” tab

Summary Routes Subnet Associations Route Propagation

iii. Click on “Edit subnet associations”

Tags

iv. Select the subnets created in Step 3 and associate them with the route

table

Route table rib-02deB8db4b85353024 (cloudlogics-Public Access)

Associated subnets = subnet-05aeGaS9e6cfd49a15 subnet-0addd84541fca0891

@ SubnetID - IPv4CIDR - IPvECIDR

B  subnet-05ae6a59e6cfd9als | cloudlogic...  10.10.0.0/21 -
@  subnet-0adddB4541fca0891 | cloudlogic...  10.10.8.0/21 -

1to2o0f2

Current Route 1

Main
Main
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v. Once done click on “Save” to save the changes

Part 3 — Security Groups and Security Rules

Step 1 — Security Groups Configuration
i.  From the AWS Management Console home page, navigate to “Services” at the

top left and open the drop-down menu

ii.  From the drop-down menu select “EC2” to navigate to the EC2 Dashboard

iii.  Once on the EC2 Dashboard home page, navigate to “Security Groups”, click on
“Create Security Group” and fill out the necessary fields

iv.  When the Security Group has been successfully created, the Inbound and
Outbound rules are configured

v.  Under the Security Group created in the previous step, click on the “Inbound

Rules” tab and fill in the required information

Inbound rules info

Type Info Protocol Info  Portrange Info Source Info Description - optional  Info

All traffic v A Al Anywh... ¥ Remote access, such as SSH to administer
RoP v | e 3389 Anywh.__ ¥ To use Remote Desktop Protocol ta access the sys
Custom ICMP - IPv4 v All v Al Anywh,. ¥ To perform PINGs for troubleshooting and verificz

vi.  Then click on the “Outbound Rules” tab and fill in the required information
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Outbound rules nfo

Type info Protocol info  Portrange Info
All traffic v All Al
ALLICMP - IPvd. v icMp Al
RDP v TCP 3389

Destination Info

Custom ¥

Anywh.. ¥

Anywh... v

Description - optional info

Q SSH for Administrator and other remote services

55H for Administrator and other remote services

|1islumranda(hellemoteservicesrequllemems| ‘ Delete |

Vii. Click on the “Create” button to finalize the Security Group configuration

Security Group and Rules Configuration

Inbound Rules

Inbound rules Outbound rules Tags

Inbound rules

Type Protocol Port range Source Description - optional
All traffic All Al 0.0.0.0/0 Remote access, such as SSH to administer

All traffic All All =0 Remote access, such as SSH to administer

RDP e 3389 0.0.0.0/0 To use Remote Desktop Protocol to access the system

RDP e 3389 /o To use Remote Desktop Protocol to access the system
AULICMP - IPv4. IcMP Al 0.0.0.0/0 To perform PINGs for troubleshooting and verification
ALLICMP - IPv4. IcMP Al u/0 To perform PINGs fer troubleshooting and verification
inbound rules Outbound rules Tags

Type Protocol Port range Destination Description - optional

Al traffic All All 0.00.0/0 SSH for Administrator and other remote services requirements
RDP L= 3389 0.0.00/0 S5H for Administrator and other remate services requirements
RDP TP 3389 =0 $5H for Administrator and other remote services requirements
ALLICMP - IPv4 IcMP All 0.0.0.0/0 SSH for Administrator and other remote services requirements
ALLICMP - 1Pve IcMP All /0 SSH for Administrator and other remote services requirements

Step 2 — Security Pair Configuration

AWS utilizes a security pair key with uniquely associated with each virtual instance and

it is used to decrypt and retrieve the Administrator’s password to access the instance
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Key pairs (1)

Q

Name

cloudlogicskP

From the AWS Management Console home page, click on the “Services” drop-
down menu at the top left corner of the page

From the drop-down menu, select “EC2” and then click on “Key Pairs”

Click on “Create Key Pair” button to start the process

In the “Key pair name” fill in the necessary information and click “Create”

button to finish the process

1 @

L4 Fingerprint v [[s] L4

€9:35:9f3e:0cc31028:52:ec3h:96ee, key-015bf88f77682ebcs

V.

The key pair has been created and can be downloaded from the AWS website

Configuring Network ACLs

V.

From the AWS Management Console home page, navigate to “Services” at the
top left corner and open the drop-down menu

From the drop-down menu select “VPC” to navigate to the VPC Dashboard page
Navigate to “Network ACLs” and select the ACL to edit

Click on “Inbound Rules” tab to make changes

Edit inbound rules

Notwork ACL acl-081ccdf2b7412da90

Type Protocol Port Range (i Allow / Deny

ALL Tratfic - ALL - AL ALLOW -

>
101 AllIGMP - IPv4 - ALLOW -~ o

ICMP (1) - L 0.0.0.0/0

Add Rula

* Required

When completed with “Inbound Rules” click on “Outbound Rules” tab right

next
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Metwork ACL acl-Oelcc4f2b7412dadh

Rule # Type Protocol Port Range (i Destination (i Allow / Deny
100 ALL Traffic - AL - ALL 0.0.0.0/0 ALLOW ~ 9

Add Rule

* Required Cancel m

Vi.  When all configurations changes have been made, click on “Save” to finish
Part 4 — EC2 Instances Configuration

i.  From the AWS Management Console home page, navigate to “Services” at
the top left corner of the page and open the drop-down menu
ii.  From the drop-down menu select “EC2” and then navigate to “Instances”
iii.  On the Instances page, click on “Launch Instance” to begin the creation
process
iv.  On*“Step 1: Choose an Amazon Machine Image (AMI)” page, select the

“Microsoft Windows Server 2019 Base” and click on the “Select” button to

create an instance under the selected OS

™~ Microsoft Windows Server 2018 Base - ami-0412e100c0177ibdb m
Windows Microsoft Windows 2019 Datacenter edition. [English] 64-bit (x86)
Root device type: ebs Virtualization type: hvm ENA Enabled: Yes

V.  On “Step 2: Choose an Instance Type” select the desired instance type in
regards to the computing power required
vi.  Click “Next: Configure Instance Details”
vii.  On “ Configure Instance Details” page, make the desired selections and fill

in the necessary information about the instance
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1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 3: Configure Instance Details

No default VPG found. Select another VPG, or craate & new default VPC.

Gonfigure the instance to sut your requirements. You can launch multiple instances from the same AMI, request Spat instances to take advantage of the lower pricing, assign an access management role to the instance, and more.

Mumber of instances & 1 Leunch into Auto Scaling Group
Purchasing option Request Spot Instances
Netwark i) [upe-Obodfea2daBbaasa |cloudiogics §| G Create now VPG
No default VPC found. Create a new defaut VPC
Subnet @ [ subnet-0u21BfoB70seB07a2 | o_publc §|  Greate new subnet
118 |P Addresses avalaole
Auto-assign Public IP i [ Use subnet satting (Disable El]
Placementgroup (i) Add instance to placement group
Capacity Reservation i [ Open £l
Domain join directory i | No directory. | © Create new
directory
Mrole @ [Hona ) C Greats new lAM role
CPUoptions (i) Specify CPU cptions
Shutdown behavior & [ Stop El
Stop - Hibernate behavior (¢ Enable hibemation as &n additional stop benavior
Enable termination protection Protect against accidental termination
Monitoring & Enable GloudWarch detalied monitaring

Additional charges apply.
Tenancy i [ Shared - Aun a shared hardwars instan 3]
Additional charges wil apply for dedicated tenancy.

Elastic Graphics i And Graphics Acoeleration
‘Addional charges &pply.

Credit specification | Unlimited
‘Additionl charges may apply

= Network interfaces

Device Network interface  Subnet Primary IP Secondary IP addresses IPV6 IPs.
Add Device

~ Advanced Details

Enclave ©  Enanis
Metadata accessible () [Enabied 8
Metadataversion §  (Viandv2 iokenoptiona) 8]
Meladata token response hop (1§

\

Click on “Next: Add Storage”, no settings need to be changed

here, leave default and click on “Next: Add Tags”, then “Next

Configure Security Group”

ix.  Onthe Security Group page, selected the desired security group

from the ones created earlier to match the security requirements for

the instance
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Step 6: Configure Security Group
Asecurity group is a set of firewll nues that control the traffc for your instance. O this page, you can add rules to allow specific irafic to reach your instance. For example, if you want to sat up a web server and allow Infemet traffic to raach your instance, add rules that allaw unrestricted
access to e HTTP and HTTPS ports. You can craat secunty group or select from an existing ne Deiow. Learn more about Amazon EC2 sscurity groups
Assign a security group:  Create & new sacurity group
o Select an exlsting security group

Security Group ID Name Description
defaut default VPC sacurty group
launch-wizare-1 launch-wizard-1 crested 2020-11-07T14:31:41.784-05:00
launch-wizard-2 launch-wizard-2 created 2020-11-24T18:24:06.2

X.  Once the Security Group is selected, click on “Review and
Launch” to review the settings for the instance and launch it
xi.  Upon successful instance launch, a notification window appears
requesting a security key pair to be associate with the instance.
xii.  Select the existing key option and choose the key pair created
earlier.
xiii.  The instance has been launched, security key pair selected, and the

machine instance is preparing for operation

Step 2 — Configuration: Instances

Instance Tag IP Address Assigned | Subnet Type Details

File Server 192.168.0.199 Private Server for hosting company’s files

Cloudlogics_Public | Private:192.168.0.12 | Public/ Private Connection server to access the

Public: 3.239.65.53 private subnet
Domain Controller | 192.168.0.160 Private DHCP, DNS, and Domain Controller
services
WAMP Server Private: 192.168.0.87 | Public/ Private Server to host the company’s website
Public:
34.200.250.205
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Application Server | 192.168.0.63 Private Server for hosting in-house developed
application and third-party
applications that require hosting

Database Server 192.168.0.122 Private Server to host various databases the

company maintains

Ubuntu Server

Public: 3.237.173.30

Private: 192.168.0.39 | Public/ Private

Server to host VPN

Table 2 - Instance Configurations

Connecting to Virtual Instances via RDP

Connecting to the instances is possible only if they are connected to a public internet

network with a Global Unique IP address. The server instances located on the private

subnets do not have access to the public domain. Thus, a RDP connection is established

with the “cloudlogics_Public” server first and a second RDP connection from the

publicly visible server to the desired server on the private subnet.

.-
RDP

IT Department Remote Access Terminal

> F

C

rom the AWS Management

onsole navigate “Services” and

click on the drop-down menu

>

L=

Figure 5- RDP Connection

Domain Controller
Private IP: 192.188.0.160

to be lal

cloudlogics_Public
Buikiin 122 921 140 184

From the drop-down menu, under

“EC2”, selected “Instances”

» Place a check mark by the instance

unched and click on “Connect”
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WAMP Server l-ofesfafasTafafzal eag t2micro Mo alarms - us-east-1a
Application Server H027b0S63fI9dE5 7a2 e@a t2.micro Mo alarms = us-gast-1a
Datahase Server i-01bd6355dfa1717d7 [SlclE] t2micro No alarms == us-east-1a
Ubuntu Server - .. I-0B7ddS 7 becdSOBED Pae tZmicro No alarms == us-east-1a

» The “Connect to instance” page appears providing two options to remotely

connect to the instance

Connect to instance  Info

Conmect to your Instance -06ebacdcf84c89bet (Domain Controller) using any of thase
options

Session Manager RDP client

¥ou can connect to your Windows instance using a remote desktop client of your dholce,
and by downloading and running the ROP shortout file below:

Downlead remote desktop file

‘When prompted, connect to your instance using the following details:

Private IP User nama
192.168.0.160 Admindstrator

Password  Get password

If you've joined your instance to a directory, you can use your directory credentials to

connact to your instance.

» Select “RDP client”, username is provided. To retrieve the password, click “Get

Password”, navigate to the folder that contains the .PEM key created earlier and

open it
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Get Windows password  Info

Retrieve and decrypt the initial Windows administrator password for this instance,

To decrypt the password, you will nead your key pair for this instance.

Key palr assaciated with this instance
cdoudlagicskP

Browse to your kay pair:

(@) cloudiogicsk?.pem

1674KB
Or copy and paste the contents of the key pair below:

———BEGIM RSA PRIVATE KEY——-
MIE0gIBAAKCAQEAQCMRIDDSOQkKA0222T2EKy|ADBVQN) +FmVzNxTidaopmZc

oo

X hZZnfafscw/Nmp
CnEFWLIBCAUaNpONe4fIIxRC p 7. HMIkhupil
Bgwl6ZL T kkphiBQ

wdDdSRPSHIATIVENWGLOI03CleM 1 GOKASNFMM IhSebKNT IOV Thxv TmGnwESGL
Wi
Hy2GyFullV)s ZebwAowhK ot QDA INUVDZ/SkaV

48 P

» To reveal the password, click on “Decrypt Password”

Private IF User name

192.168.0.160

Password

OFTRgftiLeLiFS=0@GFS14gmBp k26

Administrator

» The password is decrypted and connection to the instance can be made

» Navigate to “Download Remote Desktop File” and open it
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You are connecting to the RDP host
“ec2-3-238-14-34 -1 com". The certificate couldn't be
{ o verified back to a root certificate. Your connection may not be secure. Do

i you want to continue?

Show Certificate cancel | (T

» RDP window appears requesting for a remote desktop connection to be
established

» Populate the username and password field with instance’s credentials
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» If correct settings are applied the connection is established and the virtual

instance’s desktop appears

Step 3 - Elastic IP
Elastic IP is utilized for creating and configuring NAT Gateways and provides a
statis public IP to virtual instances. AWS provides Elastic IPs for a fee.
i.  From the AWS Management Console navigate to “Services” and click to
open the drop-down menu
ii.  Navigate and click on “VPC” to open the VPC Dashboard and click on
“Elastic IP”"
iii.  Click on “Allocate new address” to obtain the elastic IP;
iv.  In the “Allocate new address” window, select “Amazon Pool for IPv4

address pool” and click allocate. Elastic IP is now reserved

Elastic IP addresses (1/1) Allocate Elastic IP address

Q 1 @
Name v Allocated IPvd a... Type v Allocation ID v Associated instance... Priv
35.174.158.58 Public IP eipalloc-0883d6713164f1... - 192
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V.  Click on “Finish” to complete the process
Step 4 — Assigning Elastic IP

i Navigate to the Elastic IP we created earlier
ii.  Click on “Actions” and open the drop-down menu and click on “Associate
Address”
iii.  On the “Associate Address” page, fill in all necessary information and click on
“Associate”

iv.  The Elastic IP addresses now associated with the corresponding instance

Step 5 — Creating a NAT Gateway

NAT Gateway provides internet access to machines located on the Private Subnet and are

only associated with a private IP

» From the AWS Management Console home page navigate to the top left corner
and click on “Services” to open the drop-down menu

» From the drop-down menu select “VPC” and navigate to “NAT Gateways”

» Click on “Create NAT Gateway” to open the configuration page

» Select the subnet that is required to be associated with the NAT Gateway, select
the Elastic IP created earlier and click on “Create a NAT Gateway” to complete

the configuration
Step 6 — IAM Account

IAM account provides restricted access to other authorized personnel to access

and configure the AWS infrastructure. It’s excellent way to allow continued AWS
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management and maintenance without the danger of unexperienced and unskilled
personal making detrimental configuration errors.
i.  From the AWS Management Console home page navigate to the top right corner
and click on “Services” to open the drop-down menu
ii.  From the drop-down menu select “lAM” and click on “Add User”, the “Add
User” page appears
iii.  Fill in the required information, such as username, AWS access level and select

“Next: Permissions”

W5 Sarvices ¥

Add user 0 2) (3) (4) (5

Set user details

You can add multiple users at once with the same access type and permissions. Learn more
Username® | gavinforbes o

krisstarev ()

© Add another user

Select AWS access type
Selact how thase users will access AWS. Access keys and autogenerated passwords are provided i the last step. Learn more

Access type* Programmatic access
Enables an access key ID and secret access key for the AWS AP, CLI, SDK, and
other development tools

' AWS Management Console access
Enables a password that allows users to sig-in to the AWS Management
Console.

Console password" Autogenerated password

® Custom password

Show password

Require password reset Users must create a new password at next sign-in
Users automaticaly get the IAMUserhangePassword policy to allow them to
change their own password.

iv.  On the “Set Permissions” page the user being created can be assigned to a
new or existing permissions group, copy an existing user’s permission level

or attach the IAM user to an existing policy.
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Add user 1 e 3 4 s

~ Set permissions

Copy permissions from Mttach existing policies
@ ERIEE B existing user directly

0  Get started with groups
You haven't created any groups yet. Using groups is a best-practice way to manage users' permissions by job functions, AWS
service access, of your customn permissions. Get started by creating a group. Learn more

Create group

+ Set permissions boundary

v.  Toensure high level of security, select “Attach existing policies directly”, select the

policy that best matches the new user’s level of access and click on “Next: Tags”

Add user 1 @ s 4 s
~ Set permissions
Copy permissions from Attach existing policies
’A‘ Add users to group existing user directly
Create policy =
Filter policies ~ Q, Search Showing 596 results
Policy name - Type Used as
b NN AmazonUDHSVPGManagement AWV'S managed None
» W AmazonDynamoDBFullAccess AWS managed None
v Wl AmazonDynamoDBFullAccesswithDataPipeline AWS managed Nona
y Wi AmazonDynamoDBReadOnlyAccess AWS managed None
P ] 20 tegistryF AWS managed None
v Wl AmazonEC2ContainerRegistryPowerUser AWS managed Nona
» W AmazonEC2ContainerRegistryReadOnly AWS managed None
» Wi AmazonEC2CaontainerServiceAutoscaleRole AWS managed MNone
+ Set permissions boundary
vi.  Onthe “Tags” page leave everything as is and click on “Next: Review”

vii. On the “Review” review all data is correct
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viii.

Add user

Review

Review your choices. After you create the users, you can view and download autogenerated passwords and access keys.

User details

User names

AWS access type
Console password type
Require password reset

Permissions boundary

Permissions summary

gavinforbes and krisstarev

AWS Management Console access - with a password
Custom

Mo

Permissions boundary is not set

The following policies will be attached to the users shown above.

Type Name

Managed policy

Tags

No tags were added.

AmazonEC2ContainerRegistryFullAccess

If all is correct on the “Review” page, click on “Create user” to finalize the process. The

newly created IAM account appear in the IAM users page

gavinforbes

krisstarev

iX.

s % @

Showing 2 results

Groups Access key age Password age Last activity MFA
None None None None Mot enabled
None None None None Mot enabled

The username and password can now be used to login into the AWS Management Console

with the limitation set out by the policy
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| NETWORK INFRASTRUCTURE

Topology

IP Addressing Scheme

VLAN | Network Address Subnet Available
Addresses
10 192.168.0.0 255.255.252.0 1022
20 192.168.4.0 255.255.255.128 126
30 192.168.4.128 255.255.255.192 62
40 192.168.4.192 255.255.255.192 62
50 192.168.11.0 255.255.255.0 256
60 192.168.5.32 255.255.255.224 30
70 192.168.5.64 255.255.255.224 30
80 192.168.5.96 255.255.255.224 30
90 192.168.5.128 255.255.255.248 6

Table 3 - IP Addressing Scheme

Network Management Tools

SOLARWINDS NETWORK MANAGEMENT

Our network security strategy includes the deployment of the SolarWinds Network
Management Platform. SolarWinds is an industry leader in the management platforms
with powerful tools to monitor network performance and security metric. The
SolarWinds Network Performance Monitor will use the Simple Network Management
Protocol (SNMP) to poll all the devices on the CAMH network including workstations.
We believe implementing this system, while expensive, will provide significant value to
the clients heightened security needs. SolarWinds is priced according the number of
nodes on the network, all devices from servers to laptops. As the CAMH network will

have less than 2000 nodes, the per year cost of the software license is $19,345, which
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also includes support services available 24/7. SolarWinds should free up resources for the
IT department to respond quickly to network problems, as they will have a powerful tool

to help monitor the network.

SolarWinds Installation
i.  Download the software from the SolarWinds site. After installing

on a dedicated CAMH server, you are prompted to choose an

administrator username and password.

solarwinds

Username

admin

Password

[ esesescssecceced| \

i) You have been successfully logged out
of Orion Web Console.

ii.  Next, we use the set-up wizard to choose the subnets will be
monitored by the SolarWinds
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solarwinds % MY S ~ MITY ~  REPORTS ~  SETTINGS ~ & ADMIN LOGOUT)

Network Sonar Wizard
IEIEIIIID AGEN's | CONPGURATION | SNMP  WINDOWS  MONTORNG SETTINGS | DISCOVERYSETTINGS  DISCOVERY SCHEDULING

Network Selection
se one or more of the options below, but for fastest results, we recommend scanning 8

£, & small subnet (/24) with your test This willlet you see th

& wealth of data

enviconment - that Orion provides as quickly as
OR possible. You can always add more
S 2 few individual IP addresses for servers e

#  routers and switches, and VMs

1P RANGES

SUBNETS

1P ADDRESSES (i

ACTIVE DIRECTORY (i

iii.  For the purposes of this report, we will include a smaller IP range
as there are limitations on the number of nodes that can monitored
on the free trial version. We have selected the IP range 192.168.0.0

- 192.168.0.255, with a 192.168.0.0/24 subnet.
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REPORTS ~

SNMP VANDOWS MONITORING SCTTINGS DISCOVERY SCTTINGS

{CDULING

How do you
maximum of 5

You can use one or more of the option

below, but for fas: results, we recommend scanning a

discovery for the first time?

2 small subnet (/24) with your test

OMMEND This will let you see the wealth of data
N(; s environment = that Orion provides as quickly as
N S OR possible. You can always add more
<) a few individual IP addresses for servers.

ater’
*| routers and switches, and VMs

1P RANGES Start address: End address:

192.168.0.0 192.168.0.255

SUBNETS Subnet IP Address in CIDR Format:
192.168.0.0/24
1P ADDRESSES (1 £) AddP

ACTIVE DIRECTORY

iv.  The setup wizard then checks for nodes to be polled by the agents
for updates

1 product in evaluation.

solarwinds ¢  MYDASHBOARDS ~  ALERTSZACTVITY ~  REPORTS ~  SETTINGS ~

Network Sonar Wizard

sework JTINT) CONFGURATION - SNMP - WINDOWS  MONTTORINGSETTINGS - DISCOVERYSLTTINGS DS

Check nodes polled by agents for updates

[ neck existing nodes polled by an agent for node changes and up:
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v.  Next enter SSH/Telnet credentials to allow you to remotely

configure devices from the Dashboard.

solarwinds ¥  MYDASHEOARDS »  ALERT!

REPORTS ~ SETTINGS ~

Network Sonar Wizard

NoTWORK o AGINTS JTTUCTVUTTRY. ShvP . WINDOWS . MONITORING SETTINGS

DISCOVTRY SCTTINGS -+ DISCOVERY SCHIDULING
Network Device Configuration Management
From the Orion web console. you can perform the following tasks with your routers and switches
- Perform confi ups and restores:
ion changes:
d SSH or Telnet credentials to access this data on your network devices. (These credentials can also be used to access this data on devices
that only respond to ICMP.)

SH/Telnet Credentialks

vi.  Now the wizard checks SNMP credentials used on the CAMH
network

1 product in evaluation.

solarwinds ©  MYDASHBOARDS ~  ALERTSZACTMITY ~  REPORTS -

SETTINGS ~

Network Sonar Wizard
NETWORK © AGINTS | CONRGURATION JENTTJIp VINDOWS  MONTORINGSETTINGS | DISCOVERYSCTTINGS - DISCOVERY SCHEDULING
SNMP Credentials

Enter the SNMP credentials used on your network. The Discovery Engine automatically determines the community string and SNMP version to use for each network
device. Credentials are used in the order listed below.

e i g

& Add New Credential

Actions

Edit Credentials Set
OJON“d

SNMP v3 Credential AR LT
PRIm

User Name: cloudlogics
Context:  Wi-Fi
Authentication Method:  MDS Password [Key:  sessssssss x [Jpassword is a key - CANCEL
Privacy / Encryption Method: DESS58 Password / Key: O password is a key

vii.  The network discovery can be customized and fine-tune the

process according to our requirements
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solarwinds

Network Sonar Wizard
NCTWORK - AGINTS . CONRGURATION - SNMP .~ WINDOWS - MONITORING SCTTINGS UTEAT Ty  DISCOVIRY SCHEDUUNG

Settings
Customize your network discovery by configuring the following settings.

DETAILS
Name: admin: 2020-11-27, 00:41 PM

RETRIES AND TIMEOUTS
SNMP Timeout: =—_— 3000 ms
SearchTimeout | 2000 ms
SNMP Retries: il 1 retry(s)
WMI Retries: L | 1 reeryls)
VM1 Retry Incerval:  I— 10000 ms
Hop Count: | | 0 hopls)
Discovery Timeour il 80 min

e — s

viii.  After this step SolarWinds begins the network discovery process

ix.  We can now add nodes and select the polling method of our
choice. For CAMH we select ‘Most Devices’
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Add Node
HOOHE KESOURCE

Define Node

Windows Servers: ¥4\

Windows & UnixfLinx Seevers: Agent

X.  Inthe final setup step, we configure the polling times for our
network nodes. We have chosen to poll nodes status every 120

seconds and to collect every node statistic every 10 minutes

g {{ HewtPAGwss )
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Network Configuration
ON-SITE WIRELESS
Wireless Security Analysis
Client Wireless Security Needs

e Enhanced security measures to protect health records
e Privacy of patients with stigmatizing metal health and addiction issues.
¢ No unsecured, unauthenticated guest network, creating network security holes.

e Prevention of patients gaining access to wireless networks

As CAMH treats medical patients primarily for mental health and addiction issues,
security was a point of emphasis when designing their network strategy. These health
issues carry significant stigma for those suffering from them and as such there is a
heightened need for privacy for these patients. Another security concern for CAMH was
the physical security of the patients and the need to protect them, in some cases from
themselves. This hospital is a secure facility that does not permit patients to use cellphone
or their own personal electronic devices. This led to the decision to not implement a
Guest Wi-Fi service for their on-site network. Guest Wi-Fi requiring giving passwords to
a large pool of individuals, which could easily be learned by patients. This would
encourage some patients to sneak devices into the facility and to be able to contact
individuals who do not act in their best interests. In order to provide data security, we
have designed a wireless network using a Cisco 2504. Wireless Controller and a

RADIUS server for authentication. The Wireless Controller will add increased security

PAGE 57



©

cloudlogics

and improve performance of the wireless network by providing a platform to monitor the
wireless access points. The Cisco 2504 controller has the ability to search the wireless
network for Rouge AP’s and identify them before they gain access to the network. This
controller uses CAPWAP (Control and Provisioning Wireless Access Points) protocol to
be able to manage an array or lightweight wireless access points. The wireless access
points send out discovery messages to search for a controller. The two devices are then
connected by a securely using the Datagram Transport Layer Security (DTLS) protocol
(fieldengineer.com). The information passed between the devices will allow CAMH’s IT
department view information being sent across the wireless network and identify who

which users are connected.

To further enhance the wireless network, we have decided to implement a RADIUS
server to authenticate users on the network. In a production environment a RADIUS
server can pull users authentication details from the Active Directory services of the
domain controller. This means passwords don’t need to be sent or given to users on the
wireless network. The user would sign in with their previously configured domain
passwords. The RADIUS server matches the credentials being used to access the wireless
network to the ones stored in Active Directory. The result is we will be able to better
protect the network from hackers by not exposing the SSID and passwords used in open
Wi-Fi networks. Credentials will be able to control and managed via group policies to
ensure adherence domain password rules. For example, a group policy could force users
to change their password every six weeks, which would be pass through to the wireless

users. RADIUS servers in real time environments can use per-user VLAN tagging, to
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further segregate access to sensitive information from other departments that don’t

require access (Keller, August 2020).

ON-SITE WIRELESS SETUP

Wireless Controller Configuration

B WTC Laptop

Physical Conﬂg Desktop Programming  Attributes

GLOBAL Global Settings
Settings
Algorithm Settings Display Name |WTG Laptop ||
INTERFACE Interfaces FastEthernet0 N ‘
FastEthernet0
Bluetooth Gateway/DNS IPv4
O DHCP
@® Static

Default Gateway [192.168.11.1 |
DNS Server  [8.8.8.8 |

Gateway/DNS IPv6

O Automatic

@ Static

Default Gateway | |
DNS Server | |

i.  Attach a PC to the WLC via an Ethernet cable and configure both devices with

IP addresses on the same network/subnet.
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B CAMH WLC

| Physical Config Attributes

GLOBAL

Management

Settings

INTERFACE
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3

IP Configuration
IPv4 Address
Subnet Mask
Default Gateway
DNS Server

192.168.11.10

255.255.255.0

192.168.11.1

GigabitEthernet4
Management

O Top

-

ii. Log into the WLC via a web browser and create an administration

ID and password

yser

>  URL |http://192.168.11.10

‘Welcome! Please start by creating an admin account.
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iii.  Setup WLC Management IP address configurations with the

correct network mask, then select Next

System Name

Country

Date & Time

Timezone

NTP Server

Management IP Address

Subnet Mask

Default Gateway

CAMH-Wireless

United States (US)

11/22/2020 ﬁ 17:45:20

Central Time (US and Canada)

(optional)

192.168.11.10

192.168.11.1

iv.  Setup WLC Management IP address configurations with the

correct network mask, then select Next

System Name ~— CAMH-Wireless

Country United States (US)

Date & Time 11/22/2020 ﬁ 17:45:20

Tiumezone Central Time (US and Canada)

NTP Server (optional)

Management IP Address 192.168.11.10

Subnet Mask 2552552550

Default Gateway 192.168.11.1
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v.  Setup wireless network SSID, WPA2 password. Then click ‘Next’,

then ‘Next’ again and then select ‘Apply’ to save the

configurations.

URL |http://192.168.11.10 Go Stop

Employee Network
Network Name Admin
Security = WPA2 Personal -

S P —

Confirm Passphrase

VLAN Management VLAN -

DHCP Server Address 0.0.0.0 (optional)

We then need to configure DHCP settings for the network on the RADIUS server.
Here we select the maximum numbers of wireless users that can access the
network at one time. Once we save the settings our lightweight access points will

have receive DHCP addresses to gain connectivity with the network.

PAGE 62



©

cloudlogics

B RADIUS Server - m}
i Sen i
Physical ~ Config Senvices Desktop  Programming  Attributes
SERVICES DHCP
HTTP
DHCP Interface FastEthernetl ~ Service ® On O of
DHCPv6 Pool Name |serverF'00I |
TFTP Default Gateway [192.165.11 1 |
DNS
Svsloc DNS Server [8.8.88 |
ARA Start IP Address - 192 | [168 | [11 | [100 |
NTP Subnet Mask: [255 |[285 | [255 o |
EMAIL
Maximum Number of Users - |125 |
FTP
— TFTP Semver: [0000 |
VM Management WLC Address: [192.168.11.10 |
R 0 Add Save Remove
Pool  Defaull DNS =% Supnet Max TFTP  WIC
Name Sateway Server dd Mask User Server Addres
ress
serverPool 1921 8888 1921. 2552 125 0.0.00 1921.
< >

Now that the Cisco 2504 WLC has been configured with an administration ID, we need

log back in HTTPS, instead of the unsecure HTTP connection we initially used to

configure the device.
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ab Browser
< || > | URL |httpsr192.168 11.10] Go Stop

dalrafn
Cisco

Wireless LAN Controller

Welcomel Please click the login button to enter your user name and password

Now the on-site network administrator can select the ‘Wireless’ tab in the main
dashboard and see wireless access points under management of the WLC. From this
screen the administrator can also see the MAC address, the uptime, the status and the

throughput for access point
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eh Browser
< = URL |https:¥192.168. 11 10frame\Wireless html
|1|l||||| Save Configuration  Ping  Logout Refresh
5 ; Gl C ) jome
CIsco MONITOR ~ WLANs CONTROLLER WIRELESS  SECURITY ~MANAGEMENT COMMANDS HELP FEEDBACK A Hi
Wireless All APs Entries 1- 2 of 2
¥ Access Points current Filter
All APs
= Radios

Number of APs 2

AP Name IP Address{Tpv4/Ipv6) AP Model AP MAC
¥ Advanced AP 192.168.11.101 PT-AIR-CAP10001-A-K9 00:04:94:53:88:01
AP2 192.168.11.100 PT-AIR-CAP10001-A-K9 00:D0:97:00:D8:01
b ATF

Now we need to configure AAA authentication on the RADIUS server. To do you select
‘Services’ and ‘AAA’ on the server configuration module. RADIUS requires the WLC IP
address, the SSID and password configured on the WLC earlier. You can now add
usernames and passwords to give mobile devices access to the network. However, in a
normal production environment the RADIUS server would be programmed to pull user
credentials from the domain controllers Active Directory records. Unfortunately, due to
the limitations of the Packet Tracer software this can only be stated in theory and not

practically configured.
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P RADILS Server

Physical  Confiy _ Sewvices

SERVICES

Desklop ~ Programming  Aftibutes

AAA
HTTP
DHCP Senice ®on O of Radius Port 1645
DHCPYE
= Network Canfiguration
TFTR
s Client Name | Client 12
SY5L0G Secrat | Senertype Radus v
AAE Client Name Cliant IP Sener Type Kay
NTP
) 1 CAVHWILC 192 168 11.10 Radius PaSSwurd Add
FTP
1oT Sa
VM Management
Radius EAP
Remo,
Usar Setup
Usemame Password
Usemame Password
1 CAMH_1 Pasgwordt Add
2 CANH2 Pasiword2
3 CAUH 3 Pasword3

Now the configuration of the Cisco 2405 Wireless Controller and the RADIUS server

have been completely configured. We can test connectivity of the network by entering the

user credentials that we saved on the RADIUS server in the previous step. Go to the

interface setting for each of the mobile devices and choose the Wireless interface. The

SSID ‘Admin’ needs to be entered and WPA?2 selected from the Authentication field.

Finally, enter the username (CAMH_1) and password that saved on the RADIUS server.

After completing this step, the mobile devices are able to securely access the CAMH

wireless network.
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Figure 6 - On-premises Topology
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RADIUS, Server

2960p24TT
Wireles
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WLGQ2504
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We can now prove end to end connectivity of the secure wireless network by a ping test

from the WTC laptop to the wireless laptop

¥ WTC Loptop

| Physical  Corfig Programming  Attibutes

[Command Prompt

Command Line 1.0|

.11.102

in milli-

47ms,

Aver
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ON-SITE LAN ANALYSIS
Security

Our strategy to secure the CAMH on-site LAN network is a combination of layers of
security measures aimed at protecting confidential patient records. For the purpose of this
report there are limitations with options to demonstrate network security from the Cisco
Packet Tracer platform. In an ideal scenario we would be able to implement a network
management software platform as well as enterprise level anti-virus applications to our

design.

The first layer of our LAN network security design is the deployment of a Cisco 5505

Adaptive Security Appliance (ASA) firewall.
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The Cisco 5505 ASA technical specifications

Throughput 150 Mb/sec

Offers IPsec VPN for secure connection

>

>

» 8 Ethernet ports, including 2 PoE

» 3 VLANS with no trunking configured, 20 possible with trunking.
>

Triple Data Encryption Standard/Advanced Encryption standard (3DES/AES)

Three-legged DMZ

ISP

msgc;:sos —.F’ % DMZ Web Server
O 4

Internal LAN

Figure 7 - Three-Legged DMZ
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Deploying the ASA will give us the ability to set up a Demilitarized Zone (DMZ) to our
LAN design. The DMZ is a zone connected to ASA that allows users to access a CAMH
Web Server that is separated from the interior LAN. The purpose of implementing a
DMZ in our network design is to secure the private data on the network from unknown
hosts looking to access information from the CAMH web services. These hosts that
originate from outside the network don’t use domain authentication protocols and would
pose significant threat to network security if not segregated. We will be implementing a
three-legged DMZ model, meaning there will be one firewall with three interfaces.
Interface Ethernet 0/0 Ethernet faces into the network, interface Ethernet 0/1 faces
outside the network acting as gateway to/from the LAN and interface Ethernet 0/2 faces
the DMZ allowing outside access to a CAMH web server. The following diagram

illustrates the three-legged DMZ topology.

One limitation of configuring the ASA via Packet Tracer is the inability to manage the
device with a Cisco Adaptive Security Device (ASDM). The ASDM provides a user-
friendly graphical user interface that provides many easy to configure security features.
For our purposes we will completing basic configuration through the command line

interface on the ASA.
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Cisco 5505 ASA Configuration

ip address
I

interface V1:
nameif outs

interface
v nameilf
urity-level

address

The first step in configuring the ASA is set up three VLANS, one for the inside network,
one for the outside network and one for the DMZ. Each VLAN is configured with a
‘nameif” command that indicates which part of the network it attaches to. In a three-
legged model these are nameif Inside, nameif Outside and nameif DMZ. The ASA sets
default ‘security-levels' for each zone, 100 indicates a trusted source, while 0 indicates no

trust and restricts access. We also configure IP address for each interface.
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!
interface
!
interface

switechy
|

interface

switchpor

i.  Next, we need to configure Ethernet 0/1 (Outside) and Ethernet (DMZ 0/2

interfaces as a switchport for the appropriate VLAN.
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interface

switchpor
!
interface

switchpor

ii.  NAT is now configured on the ASA

iii.  Toallow ping tests to validate connectivity a change is needed to allow the ASA
to inspect ICMP packets. The Cisco 5505 ASA contains a global policy-map that
defines which protocols the ASA it can process. By default, the ASA does not
have ICMP traffic in its global policy-map so we need to create a policy-map that

will allow it.

ion-traffic

» kris?2

Cisco 2960 Switch configuration
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iv.  The first step after renaming the hostname for the switch is configuring
switchports/trunk for each attached Fast Ethernet port. This will allow us to

establish inter-vlan routing after we configure our router.

v.  Port-security will then be added to each switch interface. This is done to allow the
switch to match mac addresses with known mac addresses on the VLAN. If
correct number of mac addresses are already in the mac address table for the

VLAN it will cause the switch to drop the packet.
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Cisco 2911 Router Configuration

Our router configuration is based on our router on a stick topology implemented
for our on-site premises. This topology allows us to separate different types of
traffic on different VLANS such as voice and data. In a real-world scenario with a
large network this configuration could cause congestion and degrade network
performance. This is since all traffic would enter and exit through the same
interface port. For our purposes this will not be an issue. The first step in the
router configuration is establishing sub-interfaces for each VLAN using dotlq

encapsulation and issue the no shut command to the parent interface.
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Next, we will configure DHCP services on the router interface directly connected
to the switch. This will allow our hosts to gain IP addresses according to their
default gateway and group them in their correct segment. Here we established
DHCP pools for each of our VLANS except for wireless. Our wireless VLAN
will be gaining their DHCP service from the previously configured RADIUS

server.
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iii. Once we finish setting up the DHCP service, we will exclude the network address

for each VLAN subnet.

w0
w wu m

w
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Step 1 — Rename the instance

[E5] All Control Panel Items

| SERVER IMPLEMENTATION

Part 1 — Active Directory Setup

« v 4 [EZ > Control Panel > All Control Panel ltems

Adjust your computer's settings

£ Administrative Tools
[@ Credential Manager

& Device Manager

EJ File Explorer Options
&4 Indexing Options

E= Keyboard

/ Penand Touch

&) Programs and Features
3 RemoteApp and Desktop Connections
& Speech Recognition
[ZL, Taskbar and Navigation

8, User Accounts

#3 AutoPlay

~ Date and Time
s Devices and Printers
Flash Player (32-bit)
€ Intemnet Options
® Mouse
U] Phone and Modem
@ Recovery
W Security and Maintenance
@ Sync Center
2| Text to Speech

#® Windows Defender Firewall

and enter the desired domain name

Navigate to the “Control Panel” and then “System”

E¥ Color Management
[® Default Programs
@ Ease of Access Center
A Fonts
& iSCS! Initiator
5 Network and Sharing Center
& Power Options
& Region
i Sound
B system

& Troubleshooting

Small icons ¥

Click on “Computer Name/Domain Changes”, select the “Domain” radio button
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System Properties X

Computer Name/Domain Changes X

You can change the name and the membership ofthis computer. puter on
Changes might affect access to network resources

Computer name ccounting
[CAMH-DC |

Full computer name:
CAMH-DC

More... E

Member of
() Domain:

(@) Workgroup:
|WORKGROUP

0K Cancel

OK Cancel Apply

iii.  If the domain name is correct and available, a window appears requesting

credentials to join the domain

Step 2 — Add Active Directory Domain Service Role
i.  From the top right corner of the “Service Manager” window click on “Manage”

and then select “Add Roles and Features”

B WAMP Server - £c2-3-216-9-105.compute-1.amazonaws.com - Remote Deskiop Connection

Bu Server Manager

Add Roles and Features
Remave Roles and Features
i Dashboard

il All Servers

Add Servers
| Server ~

Creste Server Group

ws Update Newer check for updats: Server Manager Properties

ii.  “Add Roles and Features” wizard appears, click next and choose “Role-Based or

Feature-Based installation” and click next

PAGE 79



©

cloudlogics

-& Add Roles and Features Wizard

Select installation type

All Sery

ii File an Before You Beain Select the installation type. You can install roles and features on a ru
= machine, or on an offline virtual hard disk (VHD).

lation Type

® Role-based or feature-based installation
Server Selection

(O Remote Desktop Services installation

or session-based desktop deployment.

Configure a single server by adding roles, role services, and features.

DESTINATION SERVER
CAMH-DC

g physical computer or virtual

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

iii.  Choose “CAMH-DC” and click next

PAGE 8o




cloudlogics
B Add Roles and Features Wizard - O X
Select destination server P TATIo  e

Before You Beain Select a server or a virtual hard disk on which to install roles and features.

Installation Type ® Select a server from the server pool
(O Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

192.168.0.160 Microsoft Windows Server 2019 Dat;

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown,

Install

iv.  Place a checkmark on “Active Directory Domain Services”

f, Add Roles and Features Wizard - O X

DESTINATION SERVER

Select server roles caMH-OC

Before You Beain Select one or mare roles to install on the selected server.

Installation Type Roles Description

orvi 2t — - . 5 . )
sefverjselection Active Directory Certificate Services o Active Directory Domain Services
(AD DS) stores information about

rectory Domain Services] -
Active Directory Federation Services objects on the network and makes

Reallies i Active Directory Lightweight Directory Services thislinfouation availableliojtisers
|| Active Directory Rights Management Services and network administrators. AD DS

] Device Health Attestation uses domain controllers to give

O] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
O] Fax Server through a single logon process

I El File and Storage Services (1 of 12 installed)
["] Host Guardian Service

Hyper-V

Network Controller

Network Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (lIS)

|| Windows Deployment Services =

Install

i.  Click on “Add Features” in the windows that appears
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-l'= Add Roles and Features Wizard X

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

‘AddFeatures ‘ Cancel ‘

Click next on the following three pages
At the “Confirm installation selections” window click on “Install” to start the

installation process and click on “Close” to let the process complete in the

background
.. Add Roles and Features Wizard — o X
. . - . DESTINATION SERVER
Confirm installation selections Ak DC

Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

. - been selected automatically. I you do not want to install these optional features, dlick Previous to clear
Erverioles their check boxes.
Features

AD DS Active Directory Domain Services
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

< Previous Next > Install Cancel
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Step 3 — Promote server to a domain controller
i.  On the main “Server Manager” window, a notification appears when the
previous Step 2 is completed, to promote the server to a domain controller

ii.  Click on “Promote server to a domain controller”

& Server Manager

Local

Server Manager *

I PROPERTIES §, Post-deployment Configura...

i Dashboard

TASKS ¥

Workgrou

i@ ADDS
§ File and Storage Services b

iii.  The promoting process involves creating a forest for the new domain,
select “Add a new forest” and fill in the “Root domain name” with

desired domain name

E Active Directory Domain Services Configuration Wizard - O X
- . TARGET SERVER
Deployment Configuration CAMH.DC

Deployment Configuration

Domain Controller Options

Select the deployment operation

(O Add a domain controller to an existing domain
O Add a new domain to an existing forest
Faths ® Add a new forest

Additional Options

Review Options . Al . i .
Specify the domain information for this operation
Prerequisites Check

Root domain name: CAMH.local

More about deployment configurations

< Previous nstal Cancel
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iv.  On the “Domain Controller Options” window type in the DSRM

password

-Ih Active Directory Domain Services Configuration Wizard

Domain Controller Options

Additional Options
Paths

Review Options

Prarequisites Check

Select functional level of the new forest and root domain
Forest functional level: Windows Server 2016

Domain functional level: Windows Server 2016

Specify domain controller capabilities

Domain Name System (DNS) server
/| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password: ssssssssssssssss

Confirm password: sessssssssssstee

More about domain controller options

- ] X

TARGET SERVER
CAMH-DC

Cancel

v.  Leave the next three configuration screens with their default values

vi.  On the “Review Options” page wait for the prerequisites to finish and

click on “Install”
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f Active Directory Domain Services Configuration Wizard - O X
- . TARGET SERVER
Review Options CAMH-DC

Deployment Configuration Review your selections:
Configure this server as the first Active Directory domain contraller in a new forest.

Domain Controller Options
DNS Options The new domain name is "“CAMH local”. This is also the name of the new forest.

Additio 15
HmobalGpiot The NetBIOS name of the domain: CAMH

Paths
e @gias Forest Functional Level; Windows Server 2016
Prerequisites Check Domain Functional Level: Windows Server 2016

Additional Options:
Global catalog: Yes
DNS Server: Yes

Create DNS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

vii.  Once the installation is complete the server will restart the complete the
process. To confirm the domain name is successfully created, navigate to

the “System Information” and make note of the “Domain:”

S System - [n]
+ 8 Control Panel All Control Panel items System v O e

Control Panel Home

View basic information about your computer

 Device Manager Windows edition

Remote setti
® Remote setings Windows Server 2019 Datacenter

© Advanced system settings © 2018 Micresoft Corporation. All rights reserved Windows Server- 2019
System
Processor Intel(R) Xeon(R) CPU ES-2686 v4 @ 230GHz 230 GHz
Installed memory (RAM): 1.00G8
System type 64-bit Operating System, x64-based processor
Pen and Touch: Pen and Touch Support with 10 Touch Points

Computer name, domain, and workgroup settings

Computer name CAMH-DC
Full computer name: CAMH-DC.CAMH local
Computer description:

Domain Camiocs

Step 4 — Create a new user account

i.  From the “Server Manager” window, navigate to Tools and then “Active
Directory User and Computers”

ii.  Navigate to the “CAMH.local” domain and right-click the domain name

to open the menu
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iv.

Navigate and hover the mouse cursor over “New” to open the secondary

menu and click on “Organizational Unit”

2 Active Directory Users and Computers

al
File Action View Help

i Local Sey o= v
i e 2 k0 XEa= Hm 3
i All Serveft —
& T Active Directory Users and Compl| Name Type
' ADDS B Seved Quaries & Administrator  User
& DNs |- HEOM
#§ Fileand A ¢ Find..
2T change Domain.
Change Domain Controller..
3N
u
Operations Masters...
New i
Al Tasks
Refresh
Properties
Help
I romy= 3
2Guest L
B Key Admins S
B protected Us. S
BRrASand IS S
< > || B Read-only DS

RWYER

Description

Built-in account for admi...

s Delegate Control- curity Group . Members in this group ¢
curity Group . Members of this group a-.
curity Group . Members of this group t..
curity Group . Members in this group c..
curity Group . DNS Administrators Group
Raise domain functional level.- curity Group . DN clients who are per..
curity Group . Designated administrato..

Computer

Contact

Group
InetOrgPerson
msDS-ShadowPrincipalContainer
msimaging-PSPs
MSMQ Queue Alias
Organizational Unit
Printer

User

Shared Folder

In the “New Object — Organizational Unit” window that appears name

the OU as desired

New Object - Organizational Unit

—7 | Createin: CAMH.ocal
———

Name:

CAMHUSERY

Protect container from accidental deletion
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Once the new OU is created right-click it and hover the mouse cursor

V.
over “New” and then “Organizational Unit” to create an OU inside the
first OU. This is for the user of the domain
New Object - Organizational Unit X
-~ Create in:  CAMH.local/
Name:
CAMHUSERY
= Protect container from accidental deletion
III Cancal Help
vi.  Once the new “CAMHUSERS” OU is created, right click it and create a

new OU within it, this is to be used for the users of a department

New Object - Organizational Unit X

Create in:. CAMH.locallCAMHUSERS

Name:
HF

[] Protect container from accidental deletion
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vii.  To create a user account within an OU, right click the department name

and select “New”, then “User”

2] Accounting
2l he !
al | Delegate Control...
Move..
Find..
New : Computer
All Tasks Contact
View Group
InetOrgPerson
cut msDS-ShadowPrincipalContainer
< Delste msimaging-PSPs
| Llails MSMQ Queue Alias
Refrseh Organizational Unit
Export List.. P
Properties User
Help Shared Folder
viii.  Fill in the required user information to create the user account and click

“Next” on the “New Object — User” window

New Object - User X

; ) Create in: CAMH.localCAMHUSERS/HR

First name: Michael initiate: ||
Last name: clarke
Full name: Michael Clarke

User logon name:

MClark @CAMH_local

User logon name (pre-Windows 2000):
CAMH\ MClark

PAGE 88



©

cloudlogics
ix.  Populate the password field with the desired user password and place a
check mark on the “User must change password at next logon” and then

click “Next”

New Object - User x

;_3 Create in: CAMH.locallCAMHUSERS/HR

Password: ssenee

Confirm [ sssss

[ User must change password at next logon
[ User cannot change password
[ Password never expires

[ Account is disabled

X. At the confirmation screen, verify all information is correct and click on

“Finish” to complete the user creation

New Object - User X

;_) Create in:. CAMH.local/lCAMHUSERS/HR

When you click Finish, the following object will be created:
Full name: Michael Clarke
User logon name: MClark@CAMH.local

The user must change the password at next logon.

Cancel
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Step 5 — Create Security Group

Navigate to the “CAMH.local” and right click the domain name, then

select “New” and “Organizational Unit”

v 4 CAMHlo -~
Builti Delegate Control...
1 Comg Find..
21 Dom: Change Domain..
il Forei Change Domain Controller..
| Manz ¢ . 5
Raise domain functional level...
1 Users
v 3] camI Operations Masters...
- New
a2l H
2 " All Tasks
View
Refresh
Export List..
Properties
Help

ner Default container for up...
izational .. Default container for do..
ner Default container for sec..
ner Default container for ma...
ner Default container for up...
izational ...

Computer

Contact

Group

InetOrgPerson
msDS-ShadowPrincipalContainer
msimaging-PSPs

MSMQ Queue Alias
Organizational Unit

Printer

User

Shared Folder

In the new “New Object — Organizational Unit” window type in the OU

name “CAMHGROUPS” name and click “OK”

New Object - Organizational Unit

= Create in:  CAMH.locall
Name:
CAMHGROUPS|

[4] Protect container from accidental deletion

Caneel Help
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iii.  With the new OU created, right click it and select “New”, then “Group”

2 | CAMHGROLIPS “
Delegate Control...
Move..
Find..
New > Computer
All Tasks ‘ Contact
— Group
InetOrgPerson
= Cut msDS-ShadowPrincipalContainer
anewo Delete mslmaging-PSPs
Rename MSMQ Queue Alias
Refresh Organizational Unit
Export List.. Printer
Properties User

iv.  For the new group name type in “HR”, “Group Scope” should be
“Global” and “Group Type” should be “Security”, ensure those radio

button are selected, click “OK” to create the group

New Object - Group X

9; Createin:  CAMH.local/CAMHGROUPS

Group name:

HR|

Group name (pre-Windows 2000):
HR
Group scope Group type

Domain local ® Security
® Global Distribution

O Universal

e
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v.  Add the user previously created to the security group named “HR”, right

click on the user’s name, then “Properties” or choose “Add to a group”

Name Type Description
Copy..
Add to a group...
Disable Account

Reset Password...
Move..

Open Home Page
Send Mail

All Tasks d

Cut

Delete
Rename
Properties
Help

vi.  Inthe “Select Group” window that appears, type in the desired group
name, and click “Check Names”

sand CompI Name Type Description
‘ Michael Clarke User

Select Groups x

it Select this object type:

v| Groups or Built-in security principals Object Types...
From this location:
CAMH local Locations...

Enter the object names to select (examples):

’ HR| Check Names
Advanced... lIl Cancel
T
vii.  Once “HR” is verified as a valid group, click on “OK” to complete the

process. Confirmation window appears confirming the successful
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addition. Click “OK”

P|| Name Type Description
‘ Michael Clarke User

Jls Active Directory Domain Services X

a The Add to Group operation was successfully completed.

Step 6 — Password Group Policy
i.  Open the “Group Policy Management” from the “Server Manager”

dashboard window
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i Local

Server

@ Manageability

Events

) | |’ Manage  Tools  View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Event Viewer

Group Policy Management

iSCS! Initiator

Local Security Policy

Microsoft Azure Services

ODBC Data Sources (32-bit)

ODBC Data Sources (64-bit)
Performance Monitor

Print Management

Recovery Drive

Registry Editor

Resource Monitor

Services

Sustem Confiniratinn

Right click on the “Default Domain Policy”, and then click on “Edit”

@ File Action

e 2@ X6

& Group Policy Management

View Window Help

v f; Forest: CAMHlocal
v @3 Domains
v &4 CAMHlocal

». Default =
| CAMHG
+! CAMHU
| Domain

3 Group P

¥
2
{8 Sites

WMI Filt
Starter C

¥ Group Policy M
«, Group Policy Re

Hrm

Default Domain Policy
Scope Details Settings Dek
Links
Disolav links in this location:

Edit..

Enforced

Link Enabled

Save Report..

View

New Window from Here

Delete
Rename

Refresh

Help

The “Group Policy Management Editor” window appears, navigate to

“Computer Configuration” > “Policies” > “Windows Settings” >

“Security Settings” > “Account Policies” and click on “Password Policy”
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File Action View Help
o= 21/ = @

]
(6]

v & Computer Configuration -
v [2 Policies
] Software Settings
~ (] Windows Settings
1 Name Resolution Policy
=, Scripts (Startup/Shutdown)

Policy

L) Enforce password history
. Maximum password age
‘i, Minimum password age
. Minimum password length

Policy Setting

20 passwords remembered
90 days

1days

8 characters

([Minimum password length audit

3 characters

4 Deployed Printers

v B Security Settings it
v jﬂ Account Policies
jé Password Policy
i Account Lockout Policy
:E Kerberos Policy
@ Local Policies
j Event Log
A Restricted Groups
4 System Services
‘A Registry
4 File System
1 Wired Network (IEEE 802.3) Policies
“] Windows Defender Firewall with Advar
] Network List Manager Policies
i Wireless Network (IEEE 802.11) Policies
1 Public Key Policies
~ Software Restriction Policies

must meet

L4 Store passwords using reversible encryption

y requ

Enabled
Disabled

|
p

iv.

desired configuration

Double click on each policy to change its default values to meet the

~ || policy

i Enforce password history

B Maximum password age

i Minimum password age

i Minimum password length

] Minimum password length audit
 Password must meet complexity requirements

using YpP

L, Store p

Policy Setting

20 passwords remembered
90 days

1days

8 characters

3 characters

Enabled

Disabled

Maximum password age Properties
Security Policy Setting  Explain
g Maximum password age
2 Define this policy setting

Password will expire in:
90 - | days

? X

Group Policy for Account Lockout Threshold

In the “Account Lockout Policy”, the account lockout threshold is

defined and can be changed to meet the policies of the company
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i.  Double click on “Reset account lockout counter after” and change the

value to 30 minutes

nputer Configuration
Policies
7 Software Settings
| Windows Settings
| Name Resolution Policy
(=] Scripts (Startup/Shutdown)
=9 Deployed Printers
Y Security Settings
v A Account Policies
5 Password Policy
& Account Lockout Policy
3 Kerberos Policy
i Local Policies
j Event Log
A Restricted Groups
;fi System Services
4 Registry
4 File System
f:a,' Wired Network (IEEE 802.3) Policies
“| Windows Defender Firewall with Advar
| Network List Manager Policies
Zaff Wireless Network (IEEE 802.11) Policies
| Public Key Policies
“| Software Restriction Policies

Policy

Pertor|
BPA re

Policy Setting
(s, Account lockout duration Not Defined
1) Account lockout threshold Oinvalid logon attem
B Reset account lackout counter after Not Defined
Reset account lockout counter after Properties ? X
Secunty Policy Setting  Explain
? Reset account lockout counter after
-d°
[ Define this policy setting
Reset account lockout counter after
30 : minutes
b
oK Cancel Apply

ii.  To protect the domain and the company from unauthorized access and

brute force attacks, change the “Account lockout threshold” to 3

attempts
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B Account lockout threshold
. Reset account lockout counter after

3 invalid logon attempts

30 minutes

Account lockout threshold Properties

Security Policy Setting  Explain

3? Account lockout threshold

[ Define this policy setting
Account will lock out after:
3 ~ invalid logon attempts

[ ox ]

Cancel

?

X

Apply

Group Policies for Interactive logon

Under Local Policies -> Security Options, double click on Interactive

logon: Do not require CTRL+ALT+DEL, select Disabled and click OK
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Interactive logon: Do not require CTRL+ALT+DEL Properti... ? X
Security Policy Setting  Explain

;fi' Interactive logon: Do not require CTRL+ALT+DEL

) Enabled

@ Disabled

Group Policy for Deny write access on Removable Disks
Go to User Configuration -> Policies -> Administrative Templates ->
System -> Removable Storage Access to configure the Removable

Disks: Deny write access
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w g & Removable isks: Deny write access
File Adion View Hep =
1] Removable Disks: Deny wite access ]
e 25 B Y Previous Setting | Next Setting
| + I3 Administrative Templates: Poiicy definitions (A »'F O NotConfigured ~ Comment:
2 Control Panel
B Owiop Removable Disks: Deny write access Sotting @ Enadled
e ) Set time (in seconds) o force reboot %
- Network i n = O Disabled
] Shared Folders St qulcysition. 3 CDand OVD: Denyy read access SUPPOMd O | a4 Looct Windows Vista
21 Start Menu and Taskbor Requirements: 1, CD and DVD: Deny write access
+@ Atleast Windows Vista Custom Classes: Deny read access
2 Gl AneDel Options Custom Classes: Deny wite access
ription: Options: Help:
Ouploy ?:MMMW” Floppy Orives: Deny resd access.
2 Oriver Installation access to removable disks Floppy Drives: Deny write access =
] Folder Redseection Removable Disks: Deny resd access |
2 Group Policy "3 y
3 Internet C £ Al Removable Storage dasses: Deny all access romovable storage dass.
removable storage class. & 3g¢
2 Locale Services i &2 Tape Drives: Deny resd access
2 y g, write access
Z) Mitigation Options. this policy setting. write access is s allowed to this removable storage dass.
] Power Management allowed to this removable storage
| Removable Storage Access Class. Note To req P
J Scripts $torage, enable the policy setting “Deny write access to drives not
‘.w ::‘c;mwmu;m protected by Bitlocke,” which is located in "Computer
3 User profites ocker-protect
21 Windows Compenents storage, enable the policy \Bitlocker Drive Encryption Removable Data Orives”
%) Al Settings satting ‘D wite accessto
2 Preferences drives not peotected by Btocker.”
« || which is located in "Computer <
< > Extended / Standard /|
14 settingls)
rformance lormance Performa
BPA results BPA results BPA resul
o] s 1o

Double click on Removable Disks: Deny write access, select Enable and

click OK

& Removable Disks: Deny write access

] Removable Disks: Deny write access

O Not Configured ~ Comment:
@ Enabled

[[Previous setting | | Next setting

O Disabled

ptions:

Supported on: | At |ast Windows Vista

Help:

removable storage

This policy setting denies write access to removable disks.

If you enable this policy setting, write access is denied to this

class.

If you disable or do not configure this policy setting, write access
is allowed to this removable storage class.

Note: To require that users write data to BitLocker-protected
storage, enable the policy setting "Deny write access to drives not
protected by BitLocker,” which is located in "Computer

Configuration\Ad|

P indows Components
\BitLocker Drive Encryption\Removable Data Drives."

Apply,
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Group policy for enable auto-restart reminder notifications for updates

i.  Goto Computer Configuration -> Policies -> Administrative Templates -

> Windows Components, click on Windows Update. Double click on

Configure auto-restart reminder notifications for updates.

&/ Group Policy Management Editor

File Adion View Help

s 2m s HEm Y

<

4 settings)

-] Windows Logon Options

2] Windows Media Digital Rights Manage
3 Windows Media Player
=1 Windows Messenger
=] Windows Mobility Center

1 Windows PowerShell

=) Windows Reliability Analysis
2 Windows Remote Management (WinRI
2 Windows Remote Shell
2 Windows Security
~J Windows Update
= Windows Update for Business
] Work Folders

2 Text Input ~ ‘
) Windows Calendar
1 Windows Color System m:’:::""’“"
1 Windows Customer Experience Improv.

‘: Windows Defender Antivirus Edit policy setting

2 Windows Defender Exploit Guard

| Windows Defender SmartScreen Requirements:

) Windows Error Reporting At least Windows Server 2016 or
] Windows Hello for Business Wiadows 10
=1 Windows Ink

21 Windows Installer Enable this policy to specify when

auto-restart reminders are displayed.

You can specify the amount of time
prior to a scheduled restart to notify
the user.

If you disable or do not configure this
policy, the default period will be used.

Setting State Comment &
] Windows Update for Business
(i) Do not display ‘Install Updates and Shut Down’ option in Sh..  Not configured No
Do not adjust default option to ‘Install Updates and Shut Do..  Not configured No
Enabling Windows Update Power to automati Not No
Turn off for updates di b Not configured No
Specify active hours range for auto-restarts. Not configured No
Allow updates to be downloaded automatically over metered_  Not configured No
Always restart at the scheduled time Not configured No
Specify deadline before for update Not No
&2 Tumn off auto-restart for updat Not No
Configure auto-restart required notification for updates Not configured No
Configure Automatic Updates Not configured No
Specify deadlines for automatic updates and restarts Not configured No
Specify intranet Microsoft update service location Not configured No
Automatic Updates detection frequency Not configured No
Do not allow update deferral policies to cause scans against . Not configured No
Remove access to "Pause updates” feature Not configured No
12 Remove access to use all Windows Update features Not configured No 5

Extended / Standard/

ii.  Select Enable, choose appropriate options based on the company’s procedure and

click OK.

& Configure auto-restart reminder notifications for updates

5 Configure auto-restart reminder notifications for updates

O NotConfigured  Comment:

@) Enabled
O Disabled

Options:

Supported on:

Help:

At least Windows Server 2016 or Windows 10

Previous Setting Next Setting

Specify the period for auto-restart reminder

notifications:

Period (min):

240

Enable this policy to specify when auto-restart reminders are
displayed.

You can specify the amount of time prior to a scheduled restart to
notify the user.

If you disable or do not configure this policy, the default period
wall be used.
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Step 7 — Link Group Policy to User Group
i. Right click on a user group and choose Link an Existing GPO

v 2] CAMHUSERS
2] Accounting

2] Finance
2l Hr
T Create a GPO in this domain, and Link it here..
a3l M Link an Existing GPO...
v 2] Dome Block Inheritance

- = D Group Policy Update..

5/ Grouj

WM Group Policy Modeling Wizard...

& Starte New Organizational Unit A

ii.  Choose the suitable group policy and click OK

Select GPO X

Look in this domain:

CAMH.local v

Group Policy objects:

Name

Default Domain Controllers Paolicy
Default Domain Policy

Desktop Icon Restriction

0K Cancel
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Part 2 — Setting up DNS Server

Step 1 — Install DNS feature

i.  Click Tools -> DNS to open the DNS Manager

Active Direciory Domains and Truss

|| CEERERIER Actv Dectory Modul o Windos Pamesshel
Active Directory Sites and Services
R . Active Disectory Users snd Computers
Configure this local server ADSI £t
QUICK START Component Services

X o Computer Management
sge Services b Add roles and features Delragment and Optimize Drives
Disk Cleanup

NS

il 2 Event Viewer

Group Policy Management
5CS! Initiator

Local Securty Policy
LEARN MORE Microsalt Anure Services

ii.  In DNS Manager, expand CAMH-DC and right click on Reverse Lookup
Zones
f DNS Manager — c

File Action View Help

e 2 G HE §F EE

]

% DNS

v B CAMH-DC 0 Add a New Zone
_| Forward Lookup Zones

| Reversa | nnlbiin 7anoe
Jomain Name System (DNS) allows a DNS namespace to be divided into zones. Each z

New Zone..
- lrus;f s information about one or more contiguous DNS domains.
| Condi
View 2
Id a new zone, on the Action menu, click New Zone.
Refresh
Help

iii.  Create a Revers Lookup Zone
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iv.  The New Zone Wizard will pop up, click Next. Keep the next three

pages as their default values. Enter the Network ID: 192 and click Next

New Zone Wizard X

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
@® Network ID:

|192 2 (= ]

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

O Reverse lookup zone name:
192.in-addr.arpa

oo [ ] e

v.  Choose Allow only secure dynamic updates and click Next.

New Zone Wizard X
Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates.

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

® Allow only secure dynamic updates (rec ded for Active Directory) |
This option is available only for Active Directory-integrated zones.

O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
This option is a significant security vulnerability because updates can be accepted
from untrusted sources.

© Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

wo [ ] o
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vi.  Once verify the information is correct, click Finish.
New Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You

"

§ ; specified the following settings:

-~ Name: 192.in-addr.arpa

Type: Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To close this wizard and create the new zone, click Finish.

<Back | Fnsh |  Cancel

vii.  Atest ping from the Domain Controller to the test server

“cloudlogics_Public”
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Part 3 — Setting up DHCP Server

Step 1 — Add DHCP feature role

i.  In Server Manager, click Manage -> Add Roles and Features

— o ]

Manage Tools View Help

| Add Roles and Features

Remove Roles and Features

Add Servers

Create Server Group

Server Manager Properties

ii.  The Add Roles and Features Wizard window pops up, click Next and

keep the next two pages as default.

s Add Roles and Features Wizard - m) X
. - DESTINATION SERVER
Select installation type CAH-DC CAVHoca

Refore You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

= g @® Role-based or feature-based installation
Server Selection . 2
Configure a single server by adding roles, role services, and features.

O Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

< Previous

iii.  Select DHCP Server Role
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E—. Add Roles and Features Wizard

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles

Server Selection

[C] Active Directory Certificate Services
| Active Directory Domain Services (Installed)
[C] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[C] Active Directory Rights Management Services
[] Device Health Attestation
O
+| DNS Server (Installed)
[] Fax Server
1 [m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service
[] Hyper-v
[] Network Controller
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[[] Volume Activation Services
[C] Web Server (1IS)
[] windows Deployment Services G

Features

= m}

DESTINATION SERVER
CAMH-DC.CAMH.local

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

I < Previous I l Next >

iv.  Click Add Features in the pop-up window

k Add Roles and Features Wizard

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

EAdd Feature: | Cancel

|
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v.  After the installation is done, click on Complete DHCP configuration.

Server Manager * Dashboard

_ WELCOME TO SERVER MANAGER

QUICK START

ge Services b

WHAT'S NEW

LEARN MORE

vi.  Click on Next as the wizard window pops up. Use Administrator account
as the default credentials and click Commit.

., DHCP Post-Install configuration wizard - O x

Authorization

Description Specify the credentials to be used to authorize this DHCP server in AD DS.

Authorization

@® Use the following user's credentials

User Name: | CAMH\Administrator

O Use alternate credentials

UserName:

() Skip AD authorization
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Step 2 — Add New Scope

In Server Manager, click Tools -> DHCP.

Manage Tools View

Active Directory Administrative Center

Active Directory Domains and Trusts

Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management
iSCSI Initiator

Click on IPv4 and choose New Scope.
¥ DHcP

File Action View Help

e 2 B Hm &

% DHcP ) ~ |,
2 | camh-dccamh 0 Add a Scope
< i [ 4
v Display Statistics...
» New Scope..
“ .
B New Multicast Scope..

Configure Failover..

Replicate Failover Scopes..

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
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iii.  Click Next when the New Scope Wizard pops up, enter name and
description for the new scope.

New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing
a description.

N

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: ICAMH-Awount:‘ng

Description: IAoeoumind

Cancel

<o

iv.  Enter IP address range for the new scope.
New Scope Wizard
IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.
Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start IP address: .168. 0 . 1
End IP address: 192.168. 3 .254
Confi settings that propagate to DHCP Client
Length: 22—
Subnet mask: 255.255.252. 0
<o caren
V.

Add exclusions if there is any
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Vii.

New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the server. @)
A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:
| | |
Excluded address range:
192.168.0.1 to 192.168.0.20 Remove |

192.168.3.235 to 192.168.3.254

Subnet delay in milli second:

)

A
g
2

e

Set the duration for 8 days.

New Scope Wizard

Lease Duration

The lease duration specifies how long a client can use an |P address from this scope. @

Lease durations should typically be equal to the ge time the puter is connected
to the same physical network. For mobile networks that consist mainly of portable
computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropri

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

L= K= K-

<ona ca

Select Yes and click Next for the next page.
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New Scope Wizard

Configure DHCP Options
You have to configure the most common DHCP options before clients can use the

scope.

When clients obtain an address, they are given DHCP options such as the IP addresses
of routers (default gateways), DNS servers, and WINS settings for that scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

@ [Yes, | want to configure these options now|

" No, | will configure these options later

viii.  Add DNS server IP address.

New Scope Wizard
Domain Name and DNS Servers
The Domain Name System (DNS) maps and translates domain names used by clients
on your network.

You can specify the parent domain you want the client puters on your r rk to use for
DNS name resolution.

Parent domain: |

To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers.

Server name: IP address:

| 192.168.0.160

[k

<ona cac

ix.  Select Active the scope now. Click Next and Finish.
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New Scope Wizard

Activate Scope
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?
® iYgs. | want to activate this scope Vnorw{

" No, | will activate this scope later

< Back Next > Cancel

New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back Finish Cancel
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Part 4 — Setting up File Server

Step 1 — Join the server to the domain

i.  Goto Control Panel -> Network and Sharing Center -> Change Adapter

setting -> IPv4 to change the DNS server address.

() Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

Validate settings upon exit
ngs up

192 . 168 .

0

. 160

Advanced...

[ ]

ii.  Goto System in Control Panel, under Computer name, domain and

workgroup settings, click on Change settings. Change Computer name

and type the domain name

Computer Name/Domain Changes

You can change the name and the membership of this computer.

Changes might affect access to network resources.

Computer name:

CAMH-FileServer|

Full computer name
CAMH-FileServer. CAMH.local

Mare...
Member of
(@ Domain:
|CAMH.IocaI
() Workgroup:
oK Cancel

PAGE 13



©

cloudlogics

Type the credentials and restart the server.

Windows Security >

Computer Name/Domain Changes

Enter the name and password of an account with permission to
remove this computer from the domain.

User name

Password

Domain: CAMH.local

OK Cancel

Step 2 — Add file server role
From domain controller open server manager and then add servers so we

can manage all servers from one server.

fs Server Manager

@ ¥ Server Ma

i#8 Dashboard |
i Local Server

m Add Servers

g! ADDS

DHCP

DNS ‘

File and Storage Services b

A
)

= B =
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ii.  Add server window will open, Enter the name of the server CAMH-FileServer, and

click ok
e, Add Servers - O X
DNS Import Selected
Computer

Location: |ﬁ-| CAMH » @l

Operating System: All >

Name (CN): |camh-FILESERVER |

Name Operating System

CAMH-FileServer Windows Server 2019 Datacenter

1 Computer(s) found 0 Computer(s) selected

iii.  The Add Roles and Features Wizard window pops up, click Next and keep the next
two pages as default. Click on File and Storage Services and check File Server, File

Server Resource Manager and Storage Services
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s Add Roles and Features Wizard = m) X
Select server roles CaMptFhesees AN Lo

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection -~ File Server Resource Manager helps
you manage and understand the

files and folders on a file server by

i Device Health Attestation

Features L] DNs Server scheduling file management tasks
ot [ Fax Server and storage reports, classifying files
onfirmation 4 [m] File and Storage Services (1 of 12 installed)

and folders, configuring folder
quotas, and defining file screening
policies.

4 [V] File and iSCSI Services
File Server
[] BranchCache for Network Files
[[] Data Deduplication
[] DFS Namespaces
[CJ DFS Replication
File Server Resource Managel
[] File Server VSS Agent Service
[] iSCS! Target Server
[] iSCSI Target Storage Provider (VDS and VSS
(O] server for NFS
[] Work Folders
/| Storage Services (Installed)
1 Host Guardian Service v

previows | [ Nets | [ il

iv.  Keep the next pages default and click install. Installation process will

continue

DESTINATION SERVER

Installation progress CAVI-FleServer CAVHloca

View installation progress

o Feature installation
=
Installation started on CAMH-FileServer.CAMH.local

File and Storage Services
File and iSCSI Services
File Server

File Server Resource Manager

Remote Server Administration Tools
Role Administration Tools
File Services Tools
File Server Resource Manager Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Cancel
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Creating a File Pool
i.  In Server Manager, click on File and Storage Services. Click on Storage Pools, right
click on Primordial and select New Storage Pool. Click on Next and type the Storage
Pool Name

-lh New Storage Pool Wizard

Specify a storage pool name and subsystem

Before You Begin Name: CAMHPOOL

Storage Pool Name
S

Physical Disks

Select the group of available disks (also known as a primordial pool) that you want to use:

Managed by Available to Subsystem Primordial Pool
CAMH-FileServer CAMH-FileServer Windows Storage Primordial

l < Previous ‘ ‘ Next > | Create

ii.  Check physical disks that will be used for the pool and click Next.
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L New Storage Pool Wizard — [m] e

Select physical disks for the storage pool

Before You Begin On select storage subsystems you can additionally allocate disks as hot spares that can replace
failed disks.
Storage Pool Name
Physical disks:
Physical Disks y
Conteaon Slot Name Capacity Bus RPM Model Allocation Chassis
1| [
AWS PVDISK (..  100GB SAS PVDISK Integrated : Ada

< >

Total selected capacity: 100 GB
Li ] Selecting these disks will create a local pool.

iii.  When confirmed, click on Create

= New Storage Pool Wizard = m} X

Confirm selections

Before You Begin Confirm that the following are the correct settings, and then click Create.
e Pool Nam:
Stxege Fooihame STORAGE POOL LOCATION
Physical Disks Server: CAMH-FileServer
Cluster role: Not Clustered

Storage subsystem: Windows Storage
STORAGE POOL PROPERTIES
Name: CAMHPOOL
Capacity: 100 GB
PHYSICAL DISKS
AWS PVDISK (CAMH-FileServer) Automatic
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Step 3 — Creating a virtual disk

i.  Click the link in Virtual Disks section to create virtual disk.
VIRTUAL DISKS

No related data is available. TASKS

No related virtual disks exist.

To create a virtual disk, start the New Virtual Disk Wizard.

ii.  Select the desired storage pool manager
f Select the storage pool - O X

Storage pool:

Pool Name Managed by Available to Capacity Free Space Subsystem
CAMHPOOL CAMH-FileServer CAMH-FileServer 99.5 GB 99.2 GB  Windows Storage
| oK | | Cancel |

iii.  Enter the name CAMH_VD in New Virtual Disk wizard and click next
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s New Virtual Disk Wizard — a x

Specify the virtual disk name

Before You Begin Name: ICAMH,VD

Virtual Disk Name L
Description:

Enclosure Awareness

Storage Layout

Create storage tiers on this virtual disk
Storage tiers enable automatic movement of the most frequently accessed files to faster
storage.

O 10 use storage tiers, the storage pool requires a minimum of one automatically allocated
physical disk of each media type (SSD and HDD).

| < Previous | | Next > . Create

iv.  Select Mirror and click next.
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fs New Virtual Disk Wizard

- m} X
Select the storage layout
Before You Begin Layout: Description:
Virtual Disk Name Simple Data is striped across physical disks, creating two or three
I Mirror ] copies of your data. This increases reliability, but reduces

Enclosure Awareness capacity. To protect against a single disk failure, use at least two

Parity . : . : 5 : -
Storage Layout disks (three if you're using a cluster); to protect against two disk

failures, use at least five disks.
Provisioning

l < Previous ] I Next > Create

v.  Review the confirmation page and select create
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s New Virtual Disk Wizard

Confirm selections

Before You Begin
Virtual Disk Name
Enclosure Awareness
Storage Layout
Provisioning

Size

Confirmation

VIRTUAL DISK LOCATION
Server:

Subsystem:

Storage pool name:
Status:

Free space:

VIRTUAL DISK PROPERTIES

Name:

Storage tiers:
Storage layout:
Provisioning type:
Total requested size:
Enclosure awareness:

CAMH-FileServer
Windows Storage
CAMHPOOL

oK

99.2 GB

CAMH_VD
Disabled
Simple
Fixed

50.0 GB
None

< Previous

Next >

Confirm that the following are the correct settings, and then click Create.

I Create H Cancel

vi.  Once the creation process completed the New Volume Wizard window

will appear.
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. New Volume Wizard - [m] b

Before you begin

Before You e This wizard helps you create a volume, assign it a drive letter or folder, and then format it with a file
system.

Server and Disk
You can create a volume on a physical disk or a virtual disk. A virtual disk is a collection of one or
more physical disks from a previously created storage pool. The layout of data across the physical
disks can increase the reliability and performance of the volume.

To continue, click Next.

[] Don't show this page again

< Previous Create Cancel

vii.  Click Next in the New Volume Wizard. Select the virtual disk and click
on Next. Set the volume size to its capacity, assign a Drive letter to the

volume, and click Next.
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Bs New Volume Wizard - [m} X

Assign to a drive letter or folder

Before You Begin Select whether to assign the volume to a drive letter or a folder. When you assign a volume to a

folder, the volume appears as a folder within a drive, such as D:\UserData.
Server and Disk

Size Assign to:
Drive Letter or Folder @ Drive letter: | D v
File System Settings *) The following folder:

__Browse...

(0 Don't assign to a drive letter or folder.

I < Previous I | Next > | Create

viii.  Change the File system to ReFS and name the volume label as

CAMHFiles.
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s New Volume Wizard = [m} X

Select file system settings

Before You Begin File system: RefS Y
Server and Disk . o
Allocation unit size: Default v,
Size -
Drive Letter of Folder Volume label: |CAMHFiles
File System Settings Generate short file names (not recommended)
Confirmation Short file names (8 characters with 3-character extensions) are required for some 16-bit

applications running on client computers, but make file operations slower.

[ < Previous I [ Next > Create

ix.  Confirmed the final settings and click create.
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s New Volume Wizard

Confirm selections

Before You Begin
Server and Disk

Size

Drive Letter or Folder
File System Settings

Confirmation

VOLUME LOCATION
Server:

Subsystem:

Virtual disk:

Disk:

Free space:

VOLUME PROPERTIES
Volume size:

Drive letter or folder:
Volume label:

FILE SYSTEM SETTINGS
File system:

Short file name creation:

Allocation unit size:

CAMH-FileServer
Windows Storage
CAMH_VD

Disk 2

50.0 GB

50.0 GB
D:\
CAMHFiles

RefS
Disabled
Default

Next >

X.  The successful completion window will appear.

Confirm that the following are the correct settings, and then click Create.

Create H Cancel
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E.. New Volume Wizard - [}

Completion

You have successfully completed the New Volume Wizard.

Task Progress Status
Gather information Completed
Create new partition Completed
Format volume Completed

Add access path

Update cache

Completed
Completed

< Previous Next > Close Cancel

Step 4 — Creating a file share
i.  In Server Manager, click on File and Storage Services -> Shares. Click
on to create a file share, start the New Share Wizard

ii.  Select the desired volume and click next.
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i New Share Wizard = =] X

Select the server and path for this share

Select Profile Server:

Share Location Server Name Status Cluster Role Owner Node

CAMH-FileServer Online Not Clustered
Share Name

Share location:
@ Select by volume:

Volume Free Space Capacity File System
& 155GB  30.0GB NTFS
D: 487GB 499GB RefS

The location of the file share will be a new folder in the \Shares directory on the selected
volume.

) Type a custom path:

Browse..

iii.  Label the share folder as Finance for finance department.

Specify share name

Select Profile Share name: Finance

Share Location

= Share description:

Other Settings

Local path to share:
D:\Shares\Finance
© i the folder does not exist, the folder is created.

Remote path to share:
\\CAMH-FileServer\Finance

iv.  Permission can be edited on permission window while creating the

shared folder
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E.. New Share Wizard

Specify permissions to control access

Select Profile

Permissions to access the files on a share are set using a combination of folder permissions, share

Share Location permissions, and, optionally, a central access policy.
Share Name Share permissions: Everyone Full Control
Other Settings Folder permissions:
Type Principal Access Applies To
Confirmation Allow Everyone Read & execute This folder, subfolders, and fil...

Allow BUILTIN\Users
Allow BUILTIN\Users
Allow CREATOR OWNER

Special
Special
Full Control

Allow NT AUTHORITY\SYSTEM  Full Control
Allow BUILTIN\Administrators  Full Control
Allow BUILTIN\Administrators  Full Control

This folder, subfolders, and fil...

This folder and subfolders
Subfolders and files only

This folder, subfolders, and fil...
This folder, subfolders, and fil...

This folder only

Customize permissions...

Cancel

v.  Click create on next window. It will appear under share option on server

manager

Servers

Volumes

4 CAMH-FileServer (1}

Not Chusterest

» ACRd <
Disks
Storage Pools Local Path Protocol | Avalailty Type
4 CAMH-DC (2)
iscs! NETOGEN CAWIRGOWASTSVOLSYSVONCAM... SMB  Not Chstered
Work Folders svsvoL AW SYSVOLsysvel SMB ot Chstered

CAMHFiles (D)
Capacity 9368
25%Used B 12668 Used Spoce
1 48768 Free Space.
ot Volumes Overiew >

QuOTA

Step 5 — Mapping the network drive via Group Policy

TS ¥

i.  Open Group Policy Management from the start menu. Right click on

Default Domain Policy and click on Edit. In the Group Policy

Management Editor, click on User Configuration -> Preferences ->
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Windows Settings. Right click on Drive Maps and choose New ->
Mapped Drive

File Action View Help
e AFE 20 wEE ER
=/ Default Domain Policy [CAMH-C
~ & Computer Configuration = 1
¥ Computer = Drive Maps
» ] Preferences
~ & User Configuration
1 Policies
v [ Preferences
~ ] Windows Settings
&) Applications
2 Drive Maps
[38] Environment
&7 Files
(¥ Folders
] Ini Files
) g Registry
(@] Shorteuts
> Control Panel Setting

Processing

Description

No policies selected

< >

Preferences /{Extended)\Standard /

Drive Maps

ii.  In Action drop down manual, select Create. Use the full UNC path for
the drive location. Set a drive letter as well. Select Show this drive and

Show all drive in the bottom two sections. Click OK.
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New Drive Properties X

General Common

% Action: Create >

Location: \\camh.Jocal\camh fileserver\finance]

Reconnect: [ Label as:

Drive Letter

O Use first available, startingat: @ Use: SF v
Connect as (optional)
Hide/Show this drive Hide/Show all drives

© No change O No change

O Hide this drive O Hide all drives

® Show this drive ® Show all drives

(o] o e

iii.  Set the permission for shared folder.
New Object - Group X

gg) Createin:  CAMH Jocal/CAMHGROUPS

Group name:
Financing Shared-Read

Group name (pre-Windows 2000):
Financing Shared-Read

Group scope Group type
O Domain local ® Security

® Global O Distribution
O Universal

=

iv.  Create security group for Financing Shared-read and Financing Shared -

modify.
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New Object - Group X

&’) Createin:  CAMHJocal/CAMHGROUPS

Group name:
Financing Shared-Modify

Group name (pre-Windows 2000):
Financing Shared-Modify
Group scope Group type
© Domain local ® Security
® Global O Distribution
O Universal

oK Cancel
v.  Add members two different groups
Financing Shared-Read Properties ? X B P

General Members Member Of Managed By

Members:

g Shared-Modify

& Financ

1 General Members Member Of Managed By

Members:

‘ Name Active Directory Domain Services Folder

2 [Mark Boucher  CAMH.local CAMHUSERS/Finance

Name Active Directory Domain Services Folder

& Roger Federer CAMH.local CAMHUSERS/Finance

Add...

Remove

Cancel

[oc |

Apply

vi.

Add... Remove

OK Cancel Apply

In File Server, go to the network folder and right click on Financing ->

Properties -> Security -> Advanced. In the pop-up window, click on
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Add. In the Permission Entry for Accounting window, click on Select a
principal.
Permission Entry for Finance

Principal: ~ Select a principal
Type: Allow

Applies to: |This folder, subfolders and files

Basic permissions:
Full control
Modify
Read & execute

List folder contents

Read
Write
Special permissions
Only apply these permissions to objects and/or containers within this container Clear all
Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.
Add a condition
OK Cancel
vii.  Enter Financing in the pop-up window and Financing Shared-Modify
and click OK twice.
X

Multiple Names Found

More than one object matches the following object name: "financing”. Selectan
objectfrom this list or, to reenter the name, click Cancel.

Matching names:
E-Mail Address Description In Folder

Name Logon Name (pre-...
Financing Shared-Modify Financing Shared-... CAMH.local/CAM
CAMH.local/CAMH

%Financing Shared-Read Financing Shared-...
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viii.  In the Basic permissions section, check the Modify checkbox and click
OK.

Permission Entry for Finance

Principal:  Financing Shared-Modify (CAMH\Financing Shared-Modify) Select a principal

~

Type: Allow

Applies to: | This folder, subfolders and files

Basic permissions: Show advanced permissions

] Full control
Modify
Read & execute
List folder contents
Read
Write
Special permissions
[] Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Cancel

ix.  Add read group for Financing shared folder and select only Read

permission.
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Permission Entry for Finance

Principal: Financing Shared-Read (CAMH\Financing Shared-Read) Select a principal
Type: Allow >

Applies to: |This folder, subfolders and files ~

Basic permissions: Show advanced permissions

[ Full control

[ Modity

[[JRead & execute
[ List folder contents

Read
[] write

[] Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

oK Cancel

Part 5 — Ubuntu Server PiVPN configuration

i. Run “sudo apt update && sudo apt upgrade -Y” to ensure the latest Ubuntu

repositories have been installed on the instance

[
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ii. Once the update and upgrades have completed, install the PiVPN with command

“sudo curl -L https://install.vpn.pivpn.io | bash”

iii. The installation starts with PiVPN automatic installer

£ ubuntu@ip-192-168-0-3%: - ] X

PLVPN Installer

x This installer will transform your Raspberry Pi into an OpenVPN or
I WireGuard server!

iv. The installer asks for the location for the OVPN files to be saved to later retrieval,

once the destination is selected select “OK” to continue
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Parsing User List

14qq99999999999999999999999u Local Users tqqqqqqqqaqqaqaqqqqaqqqdqqqaqaqk]

Choose a local user that will hold your ovpn configurations.

v. The installer asks for a server instance to install PiVPN onto, select the Ubuntu

instance and select “Ok”

£ ubuntu@ip-192-168-0-39; ~ — m| x

Choose (press space to select):

ubuntu

<Cancel>
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vi. The installer asks for the port to be used for PiVPN service, leave the default port
“1194” and select “Ok”. Ensure the port is permitted in the security group settings
to allowed connections.

EP ubuntu@ip-192-168-0-39: ~ - O *®

laqagqaaqgqqaqqaqagqaqqqu Default openvpn Port tgqgqqgqqaqdaqdqqdqqaqq
You can modify the default openvpn port.
Enter a new value or hit 'Enter’ to retain the default

<Cancel>

vii. The installer advises to enable “Unattended Upgrade” to ensure the install is up to
date

&2 ubuntu@ip-192-168-0-39; ~ - O X

Security Updates

Since this server will have at least one port open to the
internet, it is recommended you enable unattended-upgrades.

This feature will check daily for security package updates only
and apply them when necessary.

Tt will NOT automatically reboot the server so to fully apply some
updates you should periodically reboot.

viii. Select “Yes” to enable the “Unattended Upgrades”
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2P ubuntu@ip-192-168-0-39: ~ - O X

Fecurity Updates

Do you want to enable unattended upgrades of security patches to
this server?

iX. The installation is complete and the OVPN profiles need to be created for user to

connect to the VPN server remotely

P ubuntu@ip-192-168-0-39; ~ - O X

Make it so.

Now run "pivpn add' to create the client profiles.
Run ‘pivpn help' to see what else you can do!

If you run into any issue, please read all our documentation
carefully.
All incomplete posts or bug reports will be ignored or deleted.

Thank you for using PiVPN.

PAGE 139



©

cloudlogics

X. Once the process is complete reboot the system to finalize the install

P ubuntu@ip-192-168-0-39: ~ - O %

It is strongly recommended you reboot after installation. Would
you like to reboot now?

The system will now reboot.
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xi. The system starts the reboot sequence

B PUTTY (inactive) - O x

xii. When the system reboots, client OVPN need to be created to remote connections,

in the CLI enter command “pivpn add” to start the process, when prompted enter

the client name, password twice, and hit “Enter” to finish the process

EF ubuntu@ip-192-168-0-39: ~ — O x

1p

Enter a Name for the Client:
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xiii. ~ The process is complete and the OVPN file has been created and ready for
use

ZP ubuntu@ip-192-168-0-39: ~ - O X

eck that the requ he signature
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TROUBLESHOOTING

AWS Cloud

REMOTE CONNECTION TO AWS INSTANCE ISSUES

External Access

Connecting to any instance does not work because the instances are on private subnet and
do not have globally routable IP address to be accessed externally. Thus,
“cloudlogics_PUBLIC” is created with a globally routable IP address that is accessed
externally. The public server is then connected to the internal network, allowing access to

all instances via RDP connection.

Connection Time Out Issues
If connection to the instances is timing out, Security settings need to be verified for
potential blocks. Navigate to the Security tab at the bottom of the Management Console

page and click on Inbound rules. Verify the following permissions are in place:

= For Windows instances: check that port 3389 (RDP) is permitted

= For Linux/Unix instances: check that port 22(SSH) is permitted

If the security group does not have the above rules assigned, navigate to the Security
Group page. On the Inbound rules, click on Edit rules, then Add rule and for Type
choose SSH. For source select Custom and enter the IP address of the desired machine in

CIDR notation. When complete, select Save rules to complete the process.
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Server Connection Unexpectedly Terminated

When connected to an instance via PUTTY is possible the connection to be terminated
with a warning message "Server unexpectedly closed network connection”. The cause
could be the keepalives in PUTTY configuration settings is not enabled. Some servers
disconnect remote clients when they have not received any communication for a specified
period. Ensure the PUTTY configuration settings is set to 59 seconds between keepalives

to maintain the connection.

Windows Administrator Forgotten Password

If the Windows Administrator password has been lost, a recovery of the instance could be
performed to regain administrative access. The below procedure only work if the original

private key that was used for the instance’s launch is available.
To the reset the password please follow these steps:

1. Verify that the EC2Launch v2 is running
a. Open the AWS EC2 Management Console and navigate to Instances
b. Select the instance that requires a password reset
c. Then choose Action, Monitor and troubleshoot, Get sys log
d. Locate the EC2 launch record, (e.g. Launch: EC2Launch v2 service
v1.0.421). If the launch record is present, the service is running, and
password reset could be performed
2. Disconnect the Root volume from the instance

a. Open the AWS EC2 Management Console and navigate to Instances
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b. Select the instance that requires the password reset and choose Actions,
Instance state, Stop instance. Wait for the instance’s state to change to
Stopped before proceeding to the next step

3. New key pair must be created for the instance to allow access, but the original key
must be deleted first

a. Delete the original key first

b. Create a new key using the AWS EC2 Management Console

c. Select the affected instance, note the instance type, subnet, security group
assigned, 1AM role, and VPC, which is needed later in process

d. Select Actions, Image and templates, Create image

e. Create a new instances and apply the previously used cloud security key.

Network Management

One of the more common problems reported about the SolarWinds Orion software is
services ‘flapping’, meaning they cannot start. This can be cause by many different

issues, so there several steps to troubleshooting this problem.

Step 1. - Check SolarWinds Log Files

» C:\ProgramData\SolarWinds\Logs\Orion - (OrionWeb.log- Web Console Related
Logs)

» C:\ProgramData\SolarwWinds\InformationService\v3.0\
Solarwinds.InformationService.log)

» C:\ProgramData\SolarWinds\JobEngine.v2\Logs (Polling-Related Logs)
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Step 2 — Check Windows Events/Errors for SolarWinds related Services

In in Windows navigate to Windows Events, then expand the Windows Logs, open
Application and Service Logs and choose Solarwinds,net. We can then filter this file for
error messages to help isolate the error causing the problem. As SolarWinds comes with a
highly available support team, IT members can contact support for their expertise. This is
an important point to emphasize with the Network Manager for CAMH, that his/her staff

have high level SolarWinds analysts at their disposal 24 hours a day, 7 days a week.

Step 3 — Check MSQM is set to 0 on all Polled clients

» Go to Computer Management tab, and open Services and Application. Then open
Message Queuing, Private Queues and make sure all values are set to 0. Ensure

none are setto Q

Step 4 — Check Server Statistics and Settings

» Check disk space available on the SolarWinds server/database server.
» Ensure SQL Express Edition (10GB limit) isnt being used
» Check for Windows updates or pending updates. Complete them and restart the

server.

Step 5 — Use the SolarWinds Service Configuration Wizard
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» Log into the SolarWinds server with administrator credentials.
» Navigate to the Control Panel and select Programs and Features

» Right-Click SolarwWinds Orion Core Services and select repair.

It is important to resolve the services ‘flapping’ problem in the correct order. Skipping
right to the repair Wizard will not help indicate whether there is sufficient disk space
available, or if the MSQM values are correctly set. As with most troubleshooting issues,

methodically following the steps in correct order will produce the best results.

SolarWinds has the benefit of being very user friendly and options to help easily identify
problem nodes. The SolarWinds dashboard has a NPM Summary tab to view an overall
summary. There is also a Top Ten tab that will show existing health problems with
network nodes. From this tab there are a series of Top Ten issues including Top 10
Interfaces by Utilization and Top 10 Nodes by Percent Packet Loss. This information can

help the CAMH IT staff identify and resolve problem nodes.
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Server Management

TROUBLESHOOTING DNS SERVER

When we try to connect first server to domain. It prompts following window even though

DNS IP address was updated on the server.

Computer Name/Domain Changes X

An Active Directory Domain Controller (AD DC) for the domain
"camh.local" could not be contacted
Details >>

Ensure thatthe domain name is typed correctly.

Ifthe name is correct, click Details for troubleshooting information

On further research we find out that DNS server is not resolving IP address to its name.

We ran nslookup command. See the result

B¥ Administrator: Command Prompt

Microsoft Windows [Version 10.0.17763.1518]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Administrator>nslookup 192.168.0.160
Berver: localhost
Address: ::1

** localhost can't find 192.168.0.160: Non-existent domain

:\Users\Administrator>,

i.  Navigate to DNS services and expand “CAMH.local” and then click
“Forward lookup zones”

ii.  Open the properties of server and then check the box “Update the
associated pointer (PTR) record”
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CAMH.local Properties ?

Host (A)  Security

Host (uses parent domain if left blank):

(same as parent folder)

Fully qualified demain name (FQDN):
CAMH.local

IP address:
192.168.0.160

[ Update associated pointer (PTR) record

o] o

iii.  Expand “Reverse Lookup Zones” and right click on “192.in-addr.arpa”

and refresh it.

v [ ] Reverse Lookup Zones H
-1 192in-addrz

| Trust Points
] Conditional Fon Reload

New Pointer (PTR)...
New Alias (CNAME)...

Update Server Data File

New Delegation..
Other New Records...
DNSSEC 2

All Tasks 2
View 2

Delete
Refresh
Export List..
Properties
Help
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Verify the nslookup command and see it resolve the IP address to name

and vice versa

B¥ Administrator: Command Prompt

Microsoft Windows [Version 10.0.17763.1518]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>nslookup 192.168.0.160
Server: localhost
Address: ::1

Name : camh.local
Address: 192.168.0.160

C:\Users\Administrator>_,

B Command Prompt
Microsoft Windows [Version 10.0.17763.1577]

(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\k.star>nslookup 192.168.0.160
erver: camh.local
Address: 192.168.0.160

camh.local
192.168.0.160

:\Users\k.star>_

PAGE 150



©

cloudlogics

Network Security

Troubleshooting network security for the on-site model starts with the Cisco 5505 ASA
and its configurations. An often-used tool in network troubleshooting is the ‘ping’
command. After configuring the ASA we tried a series of ping test to show connectivity

to the outside network. Initially these ping tests were unsuccessful.

CAMH-InternalRouter#ping 172.16.0.3

After researching online resources, it became apparent that the unsuccessful pings were
due to the default settings of the ASA. For security purposes the global-policy map does
not support the inspection of several protocols, one of those being ICMP packets.
Fortunately, there is an easy fix. All we need to do is create a separate policy-map that

enables ICMP traffic.

I
class-map kris
match default-inspection-traffic
|

policy-map kris2

icmp

service-policy kri global
|

After completing this step, we again attempt a ping to the Outside network and get a

successful result. The first ping result does show some packet loss but this is only to the
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delay in updating the ARP table. A second ping test shows connectivity with no packet

loss.

CAMH-Interna erfping 172.16

escape uence TO a

x = 0/0/1 ms

Commented [HF4]: Analysis of result,
conclusion and recommendation are not done
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