Lab 8.2:  Forensic Investigations Case #1	IST 293:  IT and Data Assurance I
Lab: Forensic Investigations Case #1
Instructions:
A data forensics analyst will spend most of their time performing analysis on the contents of imaged hard drives and memory. Analysts must be familiar with not only the tools used to analyze these types of images but also the processes used to review the images with attention to detail in looking for clues to help solve a crime or complete a corporate investigation.
In this assignment, you will perform a data forensics investigation of an imaged hard drive to provide evidence to connect a suspect to malicious hacking activity
Complete the assignment requirements listed below in your own words. Submit a copy of this entire document, including your answers and screenshots included inline as required. Complete the following individual requirements. Conduct additional research as needed.
Hardware and Software Requirements:
To complete this assignment, download and extract the ‘Lab 8.2.zip’ file from the Other > Lab 8.2 folder in the Google Drive location. 
· The ZIP archive contains the files which comprise an image of a system created by NIST for forensics data training.
· This file is very large (997.9 MB) and will take time to download 
You will also need to use the latest version of Autopsy on your Windows PC or MAC machine
· If you prefer, use your SIFT Workstation VM or a student created VM Windows 10 PC.
· Note: VM’s must have internet connectivity
· Autopsy was installed and utilized in prior class labs. If you need to reinstall Autopsy as listed in prior labs.
· Autopsy for Windows, Linux, and MacOS can be downloaded from: https://www.autopsy.com/download/


Prelab Research:
Read the following scenario associated with the image:
On 09/20/04 , a Dell CPi notebook computer, serial # VLQLW, was found abandoned along with a wireless PCMCIA card and an external homemade 802.11b antennae. It is suspected that this computer was used for hacking purposes, although cannot be tied to a hacking suspect, Greg Schardt.
Schardt also goes by the online nickname of “Mr. Evil” and some of his associates have said that he would park his vehicle within range of Wireless Access Points (like Starbucks and other T-Mobile Hotspots) where he would then intercept internet traffic, attempting to get credit card numbers, usernames & passwords.
Find any hacking software, evidence of their use, and any data that might have been generated. Attempt to tie the computer to the suspect, Greg Schardt.
Deliverables:
1. Open Autopsy
· case name = LastName_invest_Schardt_yyyymmdd 
(use the current date in the designated format)
· Case number = yyyy-mm-dd-1 (use the current date in the designated format)
· Examiner information  = your credentials (it should be prepopulated form last use)
2. Open the image in Autopsy.  
Using Autopsy, answer the following questions by performing a forensic analysis of the imaged hard drive.
3. What is the hash for the image file?
Be sure to use the “strongest” hash available if there are multiple hashes to choose from.
	


4. Hostname:
4.1. What is the hostname of the imaged system?
	[bookmark: _Hlk97404134]


4.2. Provide a screen shot of your evidence. 
	Screenshot – hostname of the imaged system

	



5. What is the original date and time the imaged operated system was installed on?
	


6. What is the time zone set to on the imaged system?
	


7. Registered owner:
7.1. Who is the registered owner of the imaged system?
	


7.2. Provide a screen shot of your evidence.
	Screenshot – registered owner of the imaged system

	



8. Which two types of network cards are installed on the imaged system?  
Be as specific as possible.
	1: 

	2: 


9. What are four websites that were visited that could be used to demonstrate the user was interested in online material related to “hacking”?
	1: 

	2: 

	3: 

	4: 


10. One deleted file has a .wmv extension which is a video file.  What is the file a video of?
	


11. Reviewing the john-1.6.tar.gz archive on the host.  
11.1. What does this archive contain?  
	


11.2. Where is the archive located on the system?
	


11.3. What else is in the path discovered?
	


12. What are two installed applications that could be labeled as “hacking” applications?
	1: 

	2: 


13. Reviewing the PDF files on the system, which files point to potential “hacking” activity?
	


14. Port Scanning utility:
14.1. What port scanning utility appears to be copied to the imaged system? 
	


14.2. Provide a screen shot of your evidence.
	Screenshot –  copied port scanning utility

	


15. Find a deleted text file that would be related to potential hacking activities.
15.1. What is the file?
	


15.2. Why would this file be related to potential hacking activates?
	


15.3. Provide a screen shot of your evidence. 
	Screenshot – deleted text file

	


16. While file appears to be encrypted or contain encrypted data?
Note: Look at your Ingest Messages
[image: Ingest Messages menu icon] 
	


17. What is the name of a user account that was created on the Windows system?
	


18. What is an email associated with Mr. Evil?
	


19. Discoverable IP addresses:
19.1. Create a wordlist to enumerate all discoverable IP addresses.  What is IP address discovered in the 220.253.0.0/16 subnet range?
	


19.2. How does the content associated with the IP address discovered demonstrate an affiliation to hacking? (2-3 sentences minimally)
	


19.3. Provide a screen shot which demonstrates your Keyword search results 
	Screenshot – Keyword search results showing file name and IP address

	


20. Interesting File:
[bookmark: _Hlk97402942]Note: Look at your Ingest Messages
[image: Ingest Messages menu icon] 
20.1. What interesting file was discovered by Autopsy?  
	


20.2. Why would this be considered an interesting file?
	


21. What are the email addresses associated with the two email accounts discovered on the imaged system?
	1: 

	2: 


Submission
22. Upload this completed WORD document for assignment completion (no other file is required)

	Computer Forensics - IST293_Assignment_8.2_rev2		Page 1 of 4
image1.png




