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Lab: Forensic Investigations Case #2
Instructions:
A data forensics analyst will spend most of their time performing analysis on the contents of imaged hard drives and memory. Analysts must be familiar with not only the tools used to analyze these types of images but also the processes used to review the images with attention to detail in looking for clues to help solve a crime or complete a corporate investigation.
In this assignment, you will perform a data forensics investigation of an imaged hard drive to provide evidence to connect a suspect to malicious hacking activity
Complete the assignment requirements listed below in your own words. Submit a copy of this entire document, including your answers and screenshots included inline as required. Complete the following individual requirements. Conduct additional research as needed.
Hardware and Software Requirements:
To complete this assignment, download and extract the ‘Lab 8.3.zip’ file from the Other > Lab 8.3 folder in the Google Drive location. 
· The ZIP archive contains the files which comprise an image of a system created by NIST for forensics data training.
· This file is large (229.6 MB) and will take time to download 
You will also need to use the latest version of Autopsy on your Windows PC or MAC machine
· If you prefer, use your SIFT Workstation VM or a student created VM Windows 10 PC.
· Note: VM’s must have internet connectivity
· Autopsy was installed and utilized in prior class labs. If you need to reinstall Autopsy as listed in prior labs.
· Autopsy for Windows, Linux, and MacOS can be downloaded from: https://www.autopsy.com/download/


Prelab Research:
Read the following scenario associated with the image:
You are called in as an independent consultant in data forensics by the head of Corporate Security for Choccoli Engineering to assist an in investigation.  Choccoli Engineering performs engineering and design work for the Department of Energy, NASA and the National Oceanic and Atmospheric Administration.  The company does not have any on staff personnel to hand data forensics investigations.  
An engineer, Massoud Dezfuli, was suspected of stealing corporate secrets, in particular sensitive information on the work that Choccoli Engineering.  While a search of his corporate workstation revealed nothing on the surface, and all the IT team found for digital evidence was a Kodak Digital Science DC260 camera with no pictures on it, he was seen putting a USB drive in his backpack when getting ready to leave for the day.  As a security guard approached him to ask about the drive, he walked away at a fast pace, walking past a trash can which the security guard believe she saw Massoud Dezfuli throw something in.  A later search of the trashcan revealed a USB drive.
It is your job to perform an analysis of an image of the USB drive, determine if there was any data loss and see if the USB drive can be tied to the suspect, Massoud Dezfuli.


Deliverables:
1. Open Autopsy
· case name = LastName_invest_Dezfuli_yyyymmdd 
(use the current date in the designated format)
· Case number = yyyy-mm-dd-2 (use the current date in the designated format)
· Examiner information  = your credentials (it should be prepopulated form last use)
2. Open the image in Autopsy.  
Using Autopsy, answer the following questions by performing a forensic analysis of the imaged hard drive.
3. What is the hash for the image file?
Be sure to use the “strongest” hash available if there are multiple hashes to choose from.
	


4. Why would the my_favorite_cars.db file be considered of interest? 
(2-3 sentences minimally)
	


5. Why would the winter_whether_advisory.zip file be considered of interest? 
(2-3 sentences minimally)
	


6. Additional file of interest:
6.1. What is the name of another file that would be considered of interest in your investigation? (hint it may contain the word ‘secret’)
	


6.2.  Why? (2-3 sentences minimally)
	


6.3. Provide a screen shot of your evidence.
	Screenshot – file of interest evidence

	


6.4. 

7. Find one ‘secret’ connection to the Department of Energy.  Provide a screen shot of your discovered evidence.
	Screenshot – Dept. of Energy secret evidence

	


8. What is unique about the oleObject2.bin file?  Why would this be considered an item of interest to the investigation? Provide two reasons (1-2 sentences each)
	1: 
	

	2: 
	


9. Review the different image files in the USB drive image.  
9.1. Are there any that could potentially be stolen Intellectual Properly? 
(2-3 sentences minimally)
	


9.2. Provide a screen shot of one such image. 
	Screenshot – Image(s)

	


10. Review the deleted files on the USB drive.  Why would the my_smartphone.png file be considered of interest to the investigation? (2-3 sentences minimally)
	


11. Based on the content on the USB drive image, the “truth requires no” what?
	


12. What is David Beaty’s email address?
	


13. Eric Lauer works for which U.S. government organization? (be specific on the full organization)
	


14. What is the phone number for the Western Region Security Office in Seattle, Washington?
	


15. Implicating evidence:
15.1. From everything you have reviewed, what is one piece of evidence that could tie the USB drive to Massoud Dezfuli?  
	


15.2. How and Why? (2-3 sentences minimally)
	


15.3. Provide a screen shot of your evidence.
	Screenshot – Evidence (USB <> Massoud Dezfuli)

	



Submission
16. Upload this completed WORD document for assignment completion (no other file is required)
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